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Executive Summary

ETSI has recently published th&eneric Autonomic Networkng Architecture (GANA)Standard(ETSI TS 103 198),
an Architectural Reference Model for Autonomic Networking, Cognitive Networking and SelManagement of
Networks and Servicesin which Atrtificial Intelligence (Al) plays a role in autonomic management and control of
networks and services [2] The ETSIGANA Standardized Frameworkdefines the paradigm called Autonomic
Management and Control (AMC) of Networks and Servicélthe AMC paradign{closed-loop service instantiations and
adaptive operations) is now being introduced into network architectures and their associated management ah
control architectures, especially considering the increasing maturity oAl algorithms that are applicable for AMC.
ETSI TC INT AFI WG is producing instantiations of the GANA model onto various network architectures and their
associated management and control architecturese(g.GANA instantiation onto BBF architecture scenarioHTSI TR
103 473 V1.1.2 and GANA instantiation onto the 3GPP Backhaul and Core Network architectur&I'Sl TR 103 40%),
thereby enabling innovators and developers to implement AMGlgorithms and software for diverse target network
environments. AMC paradigm is a requirement fodMT-2020 Networks, and ITU-T Y.3324 Recommendation on
Requirements and Architectural Framework for Autonomic Management an@ontrol of IMT-2020 Networks adopts
the ETSI GANA Model andecommends a use caséo realize AMC in IMTF2020 through ETSI GANA reference model.
ETSI TS 103 192 defines an Intelligent Management and Control Functional Block called GAM&owledge Plane
(KP) that is an integral part of Management and ControlSystemsfor the network and provides for the space to
implement complex network analytics functionsthat must be performed by interworking Modules for decision
making and closedloop execution of network management and control operations called GANA Decision
Elements(DES.

The KP DEsun as software in the Knowledge Plandlatform and drive self* operations for AMCsuch as self
adaptation, selfoptimization, selfmonitoring, selfprotection and seHdefenseobjectives for the network and services
by programmatically (re)-configuring Managed Entities (MEs)uch as protocols and otherconfigurable network
resources and parameters ofthe network infrastructure through various applicable means e.g. through the
NorthBound Interfaces available at the OSSOperations Support Systems) Service Orchestrator, Domain
Orchestrator, SDN(Software-Defined Networking) controller, EMS/NMS (Element Management System/Network
Management System) NFV (Network Functions Virtualization) Orchestrator and/or MANO (Management and
Orchestration) stack in general etc. ETSI TS 103 1982 Al O1 A Redifirémkrids fdd Protocols and APls
(Application Programming Interfaces) for Enabling GANA based Autonomics, Cognitive Networking and Self
Management of Networks and Services in Evolving and Future Networksa The GANA AMC paradigm has been
adopted as basis for introducing the AMC paradigm in the NGMIE Endto-End Architecture[4], in TMForumd O / $ !
(Open Digital Architecture)[6][18] and the Broadband Forum (BBF) architecture scenaricE€TSI TR 103 473/1.1.2).
The Open Source community such dsose referenced in9][ 10][11][ 12][13][14][15][16][19] are also embracing the
AMC paradigm andare offering components that enable to implement GANA components for AMC such as Knowledge
Planes(in reference to [19] for example).

TheETSI 5G Po(Proof-Of-Concept)i 1 5GMetwork Slices Creation, Autonomic & Cognitive Management and E2E
Orchestration; with Closed -Loop(Autonomic) Service Assurance of Network Slices; using the Smart Insurance
loT Use Cas§, has the key aimof operationalizing the GANA AMC paradigm in 5G while giving various solution
suppliers and other players outlined in ETSI White Paper Nd6 the opportunity to showcase AMC solutions that
implement specific aspects of the GANA Modelnd/ or the opportunity to obtain guidance on how solution suppliers
can adapt theirsolutions to the ETSI GANA Standard.

As the industry quest for standards based solutions for AMC (powerdaly Al) is growing rapidly, this ETSISG PoC
continues tooffer the opportunity to showcasethe ETSI GANA as Mukli_ayer Artificial Intelligence (Al) Framework

for Implementing Al Models for Autonomic Management & Control (AMC) of Networks and Servicdherefore, this
paper covers this subject as well as the subject dhtent-Based Networking (IBN) usingthe concept of GANA
Knowledge Planesandprovides guidance to the industrytowards introducing the new concept ofa Market Place for
GANA Cognitive DEs as Alodels for AMCas one step of the whole GANA DEe cycle that involves DevOps and

AlOps(Al-driven Operations).

NOTE: Readersare encouraged to download and read the more detailed/hite Papers and Slides from Demaisthe
ETSI 5G PoC available §]: https://intwiki.etsi.org/index.php?title=Accepted_PoC_proposals.
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1. ﬁAtedAmicAmousc\) (ﬁ g\ 33) : Automated

Management vs Autonomic Management vs Autono mous
Network Behaviour : Taxonomy Harmonization

1.1.Background on the Terminology and related Industry Standards

There are terminological terms thatare related to the broad concept ofNetwork Automation that have been
confusing the industry in getting the correctinterpretation of the terms, as thenetwork automation aspects associated
with the terms are rather complementarily intertwined and there has not been a model that clearly defisethe
relationships of the concepts associated with the termsThis section provides a harmonizatiorof the terminologies
on Network Automation and presents the terminology harmonization model that captures the relationships among
the concepts behind the termsto help the industry to interpret the concepts precisely withoutambiguities, and
understand the complementarities of the termsstarting with basic background and progress théndustry has made
in Network Automation:

1 A System that operates using Contrdloop(s) is a called arAutonomic System , and sathe system property
of exhibiting a closedloop (or control-loop(s)) is called Autonomicity (as of standards in ETS{e.g.ETSI TS
103 195-2) and other literature), and thescience of contreloopsis calledautonomics

1 There are Standardghat have now been establised on Autonomic Networks and Principles by which to
design and operate them (e.g. ETSI GANA Model (ETSI TS 103-298nd GANA autonomics instantiations
onto various architectures such as BroadBand Forum (BBF) architectureETSI TR 103 473 V1.1)2 3GPP
Backhaul andCore Network (ETSI TR 103 404)and ITU-T Y.3324 Autonomics (ClosedControl-Loops) is
already being embedded in Network Elements/Functions (NEs/NFs) of Network Infrastructures and in
Management and Control Architectures for Networkge.g. SON (SelDrganizing Networks) for RAN, andn
the case ofAl powered Management and Control Systema general).

T An Autonomic Networkis one thatAT T OET 01T 601 U OAT OAO EOO @epintaenel 1 1 AT

(autonomic)h DOT AAOEOAT U AT A OAAAOEOAI U AAAPOO Oi AEAI CA
OAOCAO CI AT O 10 OI 1 AgQGEI EUA A AAOOAET OOEI EOU8 4EA

various data sources, and theso-called Governancelnterface through which a Human Operator provides
inputs to the Autonomic Network such as Business Objectives, Goals, Policies and Intents. The conaept

autonomicity AAT  AA APpbPI EAA OiF AT OEOEAO 1 £ OAOUEhudnomid Al A

component; autonomic node, autonomic system,.e3elf* attributes of a system such a#\uto-Discovery Self
Configuration, SeHDiagnosis, SelRepair, SeHOptimization, SeHProtection, SeHHealing, SeAware, etc, are
associated with autoromic systems (see definitions in ETSI TS 103 195.

1 An Autonomic Network either refers to the Networkinfrastructure made up of Network Elements/Functions
(NEs/NFs) that exhibit autonomics in their behaviors, or is the inclusion together of Networknfrastructure
with some level of autonomics in NEs/NFs and its associated Management and Control architecture that also
exhibits autonomics(control -loops) at that higher level

f Studies in Research and by ETSC INT/AFI WG regarding a property of system& A ABIGJ 14 ihav® 06

buit AT  O1 AAOOOAT AET ¢ OEAO OEA ET AOOOOU EO 1 A£O0AT AITTA

3UOOAI 06 1 AGAvernakcke p.é. totally erhofEing the human from the loop such that the system
takes decisions without human influence by governance ding its lifetime). Fully autonomous systems (i.e.
self-governing) systems may be designed and deployed in environments where human interaction is not
expected in their operations (e.g. robots deployed on Mars Planet, or robots meant to be deployed in
environments not accessible by humans), but Business oriented Telecommunication Networks, while they

T AAA OI Abtdndniido)A EG OEAEO / PAOAOGET T O Al AutcAdmpd TRAGEEAEDC
Qwutonomous 6 E£O0T I OEA DPAOODAA O EhéAan bedperforfnéilop thd netdkAVMBBD ET T O

direct human involvement in the decision and actions, shall always need to be Governed by Human Operator
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Inputs, and hence should never be considered as fully autonomous at any stage like in the case of fully
Autonomous Vehicles.

1 ETSI TC INT /AFI WG (which evolved frorthe ETSI ISG ARhat was established in 2009 has established
that TelecommunicationsNetworks (including IP andIT Networks), as they become Autonomic Networks,
will still always have to be governable by the Human Operator through Inputs such as Business Objectives,
Goals, Policies and Intents, and hendhey shall never beself-governing (except for some kind of aehoc
networks like tactical networks deployedin battlefields).

1.2.Establishing the Relationships between the Terms and Associated
Concepts

The Relationship between Autonomic Management & Control (AMC) and Automated Management of
Networks and Services :
1 Automated Management: It is about workflow reduction and automation i.e. automation of the
processes involved in the creation of network configuration input using specialized taslkautomation tools
(e.g. scripts, network planning tools, policy generators for  conflict -free policies)

1 Autonomic Management: It emphasizeslearning, reasoning, and adaptation using controHoops that also
take into consideration the feedbacknowledgeobtained from network and services monitoring\utomated
Management provides input to the Autonomic Management & Control AMQ of Networks and Services
$1 1 AET jETAIOMhike6R@per No.16 anETSI TS 103 198 define the AMC paradigm as the
interworking of nested and hierarchical control-loops and associated logics inbduced in the Management
Plane,in the Control Plane andalsoin the converged(non-disaggregated)Management Plans and Control
Planes (as there are such casesRemark: Autonomic Management is broadly encompassing the AMC
paradigm. Indeed, AutonomicManagementmust exhibit a network governance inerface through which the
input that governs the configuration of an Autonomic Networkshould be providedby the human operator.
Thanks toautomation tools and mechanisms fgutomated Managemenj, by using a high level language, the
operator can define the features of the network services that should be provided byetunderlying network
infrastructure. Such a business language thatn help the operator expres#$igh level businesgyoals required
of the network may be modellal by the use of an ontology t@dd semantics and enable machine reasoning
on the goals. The timan operator defined featuresrelate to business goals, technical goals and some input
configuration data that anautonomic network is supposed to useas operational targets (which may flexibly
be changedor modified by the operatorat any time) for network resources and parametes configurations.
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Autonomic Management & Control (AMC) AADEAOAA

Managementdand Automated Management 6of Networks and Services

Relationships of Network Properties of

(eing Autonomic 6and (eing Autonomousé:

1 The Concept of aAutonomic Network is now widely understood and backed by Standards in various Sta@s/
suchasETSIITU,3GPPIEEE BroadBand Forun(BBF), TMForum, IETF, MEF, and other groups.

Definition of an Autonomic Network (AN): An Autonomic Network(AN) either refers to the Network

Infrastructure made up of Network Elements/Functions (NEs/NFs) that exhibit autonom(csntrol-loops)in
their behaviors, or is the inclusion together of Network Infrastructure with some level of autonortdostrol-
loops) in NEs/NFs and its associated Management and Control architecture that also exhibits autonomics
(Control-Loops)at that higher level

The'!

195-2), relates to Hierarchical

Abstraction Levels (from NE/NF Ievel) up into the Management & Control Systems Level

1.80 POI PAOOU

The diagram below (Figure 2) provides anodel that captures the relationship between the two properties
desired of an Autonomic Network (AN), namely that of bein@ AOOT 1 T 1 EAS
. @Operty of A A E huno@®icd

AT A OEA®
i A1 OlautoAokicitydd AE 1O %4 3 ) sudB a&3BTISKTA @08 O
(nested) and Interworking Control-Loops introduced at various
. Whereas the

performed by the autonomic network (AN) without direct human involvement in the decision and
actions. In the relationship of the two properties, one can realize thathe science of ContrelLoops (calked

Qwtonomic® q kefadabler for

achieving the property of being autonomous, and thatn AN is expected to
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evolutionarily O AGET EUA6 OEA DOI DA OdMnks fards thefDEdreg and Méduelof | T OO«
Operations Tasks that can be performed by the autonomic network (AN) without direct human
involvement in the decision and actions & &hat means that @olving the Autonomics (ControlLoops) of the

AN by enrichment of aubmation in management, controland associatedintelligence, Maximizesthe ANG

property of being Autonomous (but while still remaining governable and controllable by humans?

particularly for telecommunication and IT networks meant to serve business customers of network
providers). TheOAOT 1 OOET T 6 OAEAO AE AA£NDEIl ofaidakidds Thdreford ADT T U
Evolutionary Autonomic Networks are characterized by the ability toevolve in maximization of the

DOl DPAOOU 1T £ AAET ¢ O! 601 11 inbpéraiions jaskfbg énAched hummatiGh@ding I | U
Control-Loops, to reach an extent by which the human operators see themselves focused mainly on providing
Governance Inputs (Business Objectives, Goals, Policies and Intents) to the Network while experiencing a
drastic reduction of involvement in any burdens involvingtasks such as security management/controlfault-
management and Network Optimization processes for the network (thanks tautonomics features such as
selfrepair, selthealing, selfprotection and selfoptimization by the network on its own).

The Human Operator Uses Automated /- ~= =1 Tools to
generateand provide Governance Inputs to the Autonomic Network

AN Exposing Views
(by generated Reports)

Autonomic Network(AN)

Governance
Interface (Inputs)

Hierarchical

(Nested) and Degreeand

Interworking Measure of

Control-Loops at """ Operations Tasks

various that can be

Abstraction Levels ”'"performe|d by the

(from NE/NF level) autonomic

up into the network (AN)

Management & without direct

Control Systems human

Level The science of Control-Loops (,Autonomics”) is Key Enabler involvement in

or achieving the property of heing autonomous the decision and

actions

Figure 2: Relationships of Network Properties of (being Autonomic6and O A A Riitadpomousd
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On Autonomic Management & Control (AMC) vs Automated Management vs Autonomous network behaviour
(the 3As):

1 The Figure 3 below provides a consolidated view gfutonomic Management & Control (AMC) vs
Automated Management vs Autonomous network behaviour (the 3As):

= U M
3As

Provider
|
: X A Q Evolving the Autonomics (Control-Loops) by
\?f. uts ' / enrichment of automation in management,
— . control, and intelligence, Maximizes the
Network Governance Policies, Goals

. { .
_____ e Corieraion Detn Autonomic Network(AN)'s property of being
encapsulated by the Network Profile) Autonomous

{

Exposing View.
(Reports)

ALY OTILTHTE
Configuration
& Adaptative
Control

Datal Info required
forlocal control-

The science of Control-Loops (called ,, Autonomics) is Key Enabler
for achieving the Autonomic Network's property of being
autonomous

Figure 3: Autonomic Management & Control (AMC) vs Automated Management vs Autonomous Network
Behaviour (CBAS))

2. ETSI GANA Model as Multi-Layer Artificial Intelligence
(Al)/Machine Learning (ML) Reference Model for Autonomic
Management & Control (AMC) of Networks and Services

1.1. Overview

The ETSITS 103 1952 [2], a standard of a Generic Autonomic Networking Architecture (GANA) an Architectural
Reference Model for Autonomic Networking, Cognitive Networking and Sdilanagement of Networks and Services

August 2019 ETSI TC INT/ AFl WG 5G lrtgZ/ntechwiki.etsi.org/
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defines the concept ofvhat is called an@\utonomic Manager elementdj A A1 IDdciionAmaking -%1 AT AT 06 | $ %
in the GANA terminology) as a functional entity that drives a contrdlbop meant to configure and adapt (i.e. regulate)

the behaviour or state of a Managed Entity (i.e. a resource)usually multiple Managed Entities(MEs).Figure la

presents asnapshotof the GANA Framework and the abstraction levels at which DEsr implementing control-loops

andthe interworking the DEs should be consideredn order to implement multi-layer autonomics.

%43) 4# ).4 1&) 7'680 xI OE 11 %g% AOOI-nmahageaity [adiddoniic EET C
properties (e.g.auto-discovery,selfconfiguration, selfdiagnosis, selfepair, selthealing, seHlprotection, selfdefence,
seltawareness, e @ xEOEET 1 AOx1T OE 11 AAOT A£O01 AOCET 1 O i0-BelworkdA | ®RIOE A

i ATACAT AT O xEOEET OEA AAOA DI AT A 1TAOxT OE AOAEEOAAOOOAOD
level intelligence (autonomics)achievable by seA AT 1 AAs @06 . OEAO OET O1 A AA EIT 60AT OE

loops within network nodes/elements and to drive horizontal, self-adaptive, and AT 1 1 AAT GIADEOIAO EBE 1
behaviour involving the collaboration of certain autonomic nods at certain points in a network topologyis also called
G EAOI AIOKGAINIId EAO | OEAOGO Ai1 0011 111 pP0O6QS 4EA 11T x 1AO/
RiTOO0T11AA jCi OAOI AAQ AU EECEAO | Mabrdibvebiddbio levelaubbAoBicgs O Ol | x
achievable and driven by higher leve@BANA$S %06 OAODIT 1T O E-idleAandABbically teAt@lizéd @Qufonomic
i ATACAT AT O AT A AiT10601I1T 1T &£ 1TAOxiI OEO AT A OAOOGEAAOG8 1 O O-

introduced outside of network elements, in the outer, logically centralizedmanagement and control planes
architectures of a particular target network. Thisouter OOA AT i 6 A& O Ei b1 ATl AT OET ¢ OEA 10
and analytics algorithms (including Artificial Intelligence (Al) Algorithms) for autonomics that operate on nevork -
wide views is called the GANA Knowledge Plane (GANA KP). The three key Functional Blocks of the GANA KP are
summarized below(more details are found in theETSIGANA standard itself ETSI TS 103 198)):
1 GANA Network-Level DEs. Decisionmaking-Elements (DEsWwhose scope of input is network wide in
Ei D1 AT AT OET ¢ OOl DOAO OKIAIOGO®AIOAEI Of BI 1T EAU AT1060I-1 1T &
loops) instantiated in network nodes/elements. The Network Level DE are meakt be designed to operate
OEA 1T OOAO Al 1T OAA ATTO0OT1T 1T1DPO 11T OEA AAGEO 1T &£ 1T AOxI
I1TGCEAO &£ 0 AOOITTTIEA 1T ATACARARDO ARBONRT 1 OBRDBRELERA O
(Knowledge Plane DEsR AT AAOECT AA O1 061 AO A Oi EAOI OAOOEAAGS
1 ONIX (Overlay Network for Information eXchange) is adistributed scalableoverlay system of federated
information servers). The ONIX is useful for enabling autdiscovery of information/resources of an
ABOITTIEA 1TAOxI OE OEA HoOLRAIN AOETAPELRDEAAFNGBOU AAT |
discover information/context and entities (e.g. other DES) in the network to enhance their decision making
capability. The ONIX itself does not have network managemeand control decision logic (as DEs are the ones
that exhibit decision logic for Autonomic Management & Control (AMC)).
1 MBTS (Model-Based Translation Service) which is an intermediation layer between the GANA KP DEs and
the NEs ((Network Elements) PEUOEAAT 10 OEOOOAI qgq & O OOAT O1 AGET
specific raw data onto a common data model for useymetwork level DEs, based on an accepted and shared
information/data model. KP DEs can be programmed to communicate commands to NEs and process NE
responses in a language that is agnostic to vendor specific management protocols and technology specific
management protocols that can be used to manage NEs and alsopecy T OOT 1  OE AE O -1AN MM AdA A
autonomics. The MBTS translates DE commands and NE responses to the appropriate data model and
communication methods understood on either side. The valufie MBTS brings to network programmability
is that it enables KP DEs designers to design DEs to talk a language that is agnostic to vendor specific
management protocols, technology specific management protocols, and/or vendor specific dateodels that
canbe used to manage and control NEs.

4EA O 1 .16 OAEAOAT AA 11 AAENAémbedel GARA BEA GO EEAIOOEDBAOADDI T 1
(defined by the socalled GANA leveldl to Level3illustrated in Figure 1a)) and their interworking with GANA KFDEs

(GANA leveld)? ie. theO- AAOAT 6 A @dlized byl the SANA Knowledge Plade The reference model

also definesthe responsible Functional Blocks and Reference Points that enable developers to implement autonomics
software, with all perspectives combined together so as to capture the holistic picture of autonomic networking,
cognitive networking and selfmanagement design and operational principles. This ETSI GANA Framework is
illustrated in Figure 1la. NOTE:The Four GANA_ evels of abstractiomf selfmanagement functionalityat which control-

loops can be introduced are defined to great detail iETSI White Paper Nd.6 [1]Jand ETSI TS 103 192 [2], with
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arguments as to why thehree GANA Level® to 4should be the most importantlevelsto consider when introducing
autonomics in network architectures

Hierarchy of ~ The Complex

Knowledge Plane Decision Elements mm N
DEs :
, ) (e.g. Machine
i (oa ) T e
/ / Nol Deep Learning
@ \4., o/ * Network Level Routing Management DE # L)..)
Q) _E 5/ Network Level Fault Management DE /' : Network Level DEs
, GANA / Other Network Level DEs (GANA Level-4) i O
/ Profl e.g. Network Level QoS Management DE |- Cogihe =
Administrator/ S|0 Aaorithms for Al
SRy Outer Control Loop (e.g. Machine
g Learning (ML),
NE (router, terminal, switch, NE (router, host, switch, Learning(DL),..)
gateway, base-station, efc.) gateway, base-station, etc.)
Node Main DE  le-— J Node Main DE Node Level DEs  Less Complex
R |- (GANA Levek3) . Cagitie
Algorithms for Al
Fast Control-Loops—" 4+ ) [—ow| | nowt-E)1_
etwork Element y S
NE)-Physical \ z : Zero to much
(NE)- ys‘l;; °; Function-Level DE, eg. | | | | [Function-Level DE, eg. Function Level DEs i jocg
i QoS Management DE |1 || QoS Management DE (GANALevel2) - complex
F D g
Ol | @—— Debe | | Detle - @—— DeMe °°9"” .'""eﬂ -
Managed Entities (MEs) | [T .
Resources: i.e. Protocols, Wanaged Entities (WEs)) | naged Entities (MES)) Protocol Level DEs
Stacks & Mechanisms, and (partitioned and assigned | (partitioned and assigned (GANA Level-1)
Applcation Layer Appiications| |, \oseecfcupperE5 et

Horizontal
Reference
Point

Figure 4a: Snapshot of the GANA Reference Model and Autonomics Cognitive Algorithms for Artificial
Intelligence (Al)

Assuch(in reference to Figure 4) the ETSI GANA Standardized Framework for AMC (ETSI TS 103 9%lefines an
Intelligent Management and Control Functional Block called GAN#nowledge Plane KP) Platform that is an integral
part of Management and ControlSystemsfor the network? as that partthat provides for the space to implement
complex network analytics functions performed by interworking Modularized and specialized DEs. The KP DEs run
as software in the Knowledge Plane and driveelf* operationsfor AMCsuch as seladaptation, selfoptimization, self
monitoring, selfprotection, sefdefenseobjectives for the network and services by programmatically (re)onfiguring
Managed Entities (MEs}uch as protocols and other configurable network resourcesnal parameters of the network
infrastructure through various means possible: e.g. through the NorthBound Interfaces availabl the OSS
(Operations Support Systems), Service Orchestrator, Domain Orchestrator, SDN (SoftwBefined Networking)
controller, EMS/NMS (Element Management System/Network Management System), NFV (Network Functions
Virtualization) Orchestrator and/or MANO (Management andOrchestration) stack in general etc

The GANA KP consists of multiple modularized DEs. In contrast to notodularized management systems, each DEis
AogpAAOGAA O AA A T TAOI A A0 AOI T EA Al TAEQ AlohAtrol@&dmdo EO
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(scope of managemertontrol aODAAOOT POT Al Al 6qo OOAE OEAO EO AAT 001 AO
manager elements (i.e. DEs) ar€QoSmanagementDE, SecuritymanagementDE, MobilitymanagementDE, Fault
managementDE, Resilience & SurvivabilipE, Service & ApplicatiomanagementDE, ForwardingmanagementDE,
RoutingmanagementDE, MonitoringmanagementDE, Generalized Control Plane managem&t

$% AT I DITAT OO T &£ GEA "1 .1 +0 AOA Oi AAOI darddogiGllyicdntralzdd | AT A
and operate onnetwork-wide views in driving slow control loops that adaptively program and policy-control the

behavior of Network Elements/Functions (NEs/NFs) whileoperatingET  OO1 T x AO OEIi AOA Aldodh® OEAT
introduced to run in NESNFsal A T DAOAOET ¢ -IAIOl B0OBABOO- AMAQIOOCADOT T T 1T EA T AT A
OET O1 A AA AT i bl Al AT OAA AU Oi EAOI 6 'O0O01T1TTIEA -ATACAO Al

in the Network Elements (phAysica~I oryi[tAuaIiged) for driving local hteIIigencAe vyithin individugl network el~erAnenEs to 3
OAAI EUA OIEAOBOAT EOOT ROxT OE Al Ai AT 008 - AAOT Acpauiolitiel EA i
Ol EAOT 6 AOQOITTT 1T EA 1 AlA€ thEsbcaljed GANA LekePand LEVe!3 in #eETS TS 103 195

2).

The Figure 4b, depicts the Instantiation of the GANA Multi-Layer AMC Reference Model onto anyNetwork
Architecture (an existing or newly standardized one) named ®roduction Networkd Such NetworkArchitectures
includes the likes of ITUT/IMT 2020 Networks, 3GPP (V) EBGPP5GCN 3GPP5G RANBroadBand ForumB@Bk
Architecture, NGMN 5G E2E Aitgrture Framework[4], TMForum ODA Productidgkrchitecture Frameworkxxx], Cloud
architecture Edgearchitecture Data Centearchitecture XHaul Transportarchitecture, eto.

Clarifications of the Blue part of Figure 4b
T O- EA®@d6 AOOI 111 EAO BTHGAMEE BVARIA toAdvelDilludkrated in Figure 4a))
Clarifications of the Grey part of Figure 4b
T O- AABRNOAT 6 A (@éihdd byithe ETSI GANA levels, illustrated in Figure 4a)). It is realized by the
Knowledge Planethat is an integral part ofManagement and Control Systems of the underlyingetwork.
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PRODUCTION NETWORK KNOWLEDGE PLANE
for (ITU-T / IMT 2020 Networks, 3GPP (v)EPC / 5GCN / 5G RAN, BBF Arch, NGMN 5G E2E
A Arch, TMForum ODA Production, Cloud, Edge, Data Center, Xhaul / Transport,...)

ETSI GANA Fﬁ'amewrk —
- ) EISHISEd '2 Decision Elements
£2 Knowledge Plane (DEs)
Sv
g - m Cognitive algorithms for Al
S Machine Learning (ML) and
e ““Network Level Routing Management DE N )
Iy % Network Level Faull Management DE Deep Learning (DL) E .
_! :i Other Network Level DEs Netviork Level DEs 5.
v 3 e.g. Network Level QoS Management DE (GANA Level-4) < B
£ -
o o <X
5 hd v Verfou 'rOI loo - Outer Control Log . =
» @
A NE (router, terminal, switch, NE (router, host, switch, ‘§ E‘
gateway, base-station, efc) gateway, base-station, efc) Cognitive algorithms for Al 8 -
— —— |sios-1 ... Machine Learning (ML) and =
S S | [t coe Deep Learning (DL) e
£ 5
w Network Element @ @ Less complex Zé §
3 -%l (NE)-P hys:/cala!l Function-Level DE, e.g. ||| E Function-Level DE, e.g. Function Level DEs Cognitive o B
Sy inua QoS Management DE (GANA Level-2) algorithms for Al g ﬁ,
E i = = ..g
a v Managed Enfifies (MEs)i™ ~ | 7 ﬁ i
~ 3 Resources, i.e. Protocols, Protocol Level DEs K ®
- _-? Stacks & Mechanisms, and (GANA Level-1) Less complex e
<L < | I volications Cognitive % =
g E algorithms for Al gz
2S E o
o E

PRODUCTION NETWORK
(ITU-T / IMT 2020 Networks, 3GPP (v)EPC / 5GCN / 5G RAN, BBF Arch, NGMN 56G E2E Arch,

<

TMForum ODA Production, Cloud, Edge, Data Center, Xhaul / Transport,...)

Figure 4b: Instantiation of GANAMulti -Layer AMCReference Modelonto any Architecture (existing or a newly
standardized one) named QProduction Network 6

1.2. Further Characterization of Cognitive DEs as Deployabl e Al Models for
Realization of AMC

As described in more details in ETSI 5G PoC White Papers No.1, No.2 and No.3 (all downloadable from
https://ntechwiki.etsi.org/index.php ?title=Accepted_PoC_proposgls GANA Decisiormaking-Elements (DEs)

designed as Cognitive DEEESs with ability to learn and reason)can be viewed and treatecdd O O! ) -1 AAT 08 Ol
loaded into Network Functionsor into the Knowledge Planes (KPs) Platforms for AMC realizatiat the specific level

in GANA A cognitive DEcan be designed in such a way that it is@eployabledAl Model, meaning that it can be loaded

to run in a system such that it is associated with a rutime instance, and can bactivated/deactivated or removed

from the system or execution environment.

An Autonomic Management & Control (AMC) componeifsuch as a GANA DE} a Software Component that is used
to implement a ClosedLoop (Control-Loop) over its Managed Entity(ME) (or Entities) to dynamically configure the
ME(s) to meet certain objectives, and use Al Algorithms (e.g. ML, DL) to exhibit cognitivehlviour in its operation.
ETSI TS 103 198 defines ME to Managed Entities (ME(s)) association relationships 6for various types of DES.
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GANA instantiations onto various network architectures and their associated management and control architectures
(e.g. GANA onto BBF Architecture Scenarios (ETSI TR 103 473 V1.1.2), GANA onto 3GPP Backhaul & Core Network
(ETSI TR 103 404), etc.) provide awrete Gnappings of DEs to ME, thereby enabling DE innovators to then use

such mappings in innovating DE algorithms (including their Al algorithmsand the overall logics ETSI 5G PoC White
Papers No.1, No.2 and No.3 (all downloadable from
https://ntechwiki.etsi.org/index.php?title=Accepted_PoC_proposaly also provide illustrations of GANA
implementations.

Consideringa Cognitive GANA DE as Al Component (Al Mode§n Al Model Supplier that is a Supplier of GANA DEs
(embedded in NEs/NFs oloadableinto NEs/NFs or loadable into the KP overarching Platformas Al Models for AMC
is characterized as follows:

1 The Supplier may be an Independent Software Vendor (ISV), Networkinfrastructure NE/NF
Vendor/Supplier, or may be any player that relies on Autonomic Management & Control Domain Expert(s)
to produce Cognitive DEs. Each DE of the GANA Knowledge Plane (KP) is expected to be cognitive in its
intelligence for AMC, wherebythe property of being cognitiveis the ability to learn and reason. A Supplier of
Cognitive DE modules (components) is one that may have the capability to develop and supply DEs of the
GANA Knowledge Plane (KP) as a whole (though each DE of the KP may be designedngpidrmented and
supplied by different implementers/suppliers). Alternatively, or in addition, the supplier of Cognitive DEs$s
one with the capability to develop and supplyCognitive GANA Levels 2 and 3 that can be injected (loaded)
into a Network Element/Function (NE/NF) to enable NE/NFself-managementintelligence and enable to
realize distributed control-loops involving multiple NEs/NFs of a certain scope that make the NEs/NFs self
organize and selfmanage in complementing centralized contreloops driven by the DEs of the GANA
Knowledge Plane Platform thatoversthe NEs/NFs .

1 Packaging of DEs (Al Models): In general, anon-cognitive DE or a DE that exhibits Al algorithm(s) for
Autonomics ( i.e. a Cognitive DE can be supplied under the two following modes1) (E for White
Boxd mode:Meaning that theDE is meant to be injected into an Network Element/FunctiiE/NF, i.e Physical
Network Function (PNF) or Virtual Network Function (VNF)) that is built on a white bd® @Eembeddedn
Black Box NE/NFOmode: Meaning that theDE comes already embedded into NE/NF by NE/NF Manufacturer

Implementation flavors of Cognition capability of DESs :

1 Regarding designing Cognitive DE(s), a Cognition Module GCMb as a Data Analytics Module can be
commonly shared bymultiple cognitive DEs without having to makea cognitive DEintrinsically embed own
cognition module (CM) individually. A Cognition Module implements cognitive algorithms that operate on
raw data to synthesizeknowledge that can be represented in certain formats andsed or communicatedto

multiple $ %0 | EA EO EO A Aiii1TT1U OEAOCAA #- AT A 110 A #-

autonomic operations and decisioamaking logicdd E T O A Thergf@d thekefare two options that can be
taken whendesigninga cognitive DEembedding a Cognition Module in a DE individually or having a shared
Cognition Module for all DEs within the scope of a NE/NF or within the scope of a GANA Knowledge Plane
Platform instance.

How a Centralized Data Collector (Data Lake) interacts with DEs (Al Models)?

1 Regarding a Centralized Data Collector (Data Lake) : A Data Collector may be external to the GANA
Knowledge Plane but integrated with the GANA Knowledge Plane Platform in sucivay that it feeds the KP
with knowledge by streaming knowledge synthesized/derived from the raw datayathered andstored on the
collector to the GANA Knowledge Planélherefore, a Data Collector (Data Lake) should implement RAT
(Representation, Acqusition, Translation) Function defined in ETSI TS 103 198 and Cognitive Algorithms
that synthesize (derive) knowledge from the raw data and stream the knowledge to Knowledge Plane DEs
and ONIX as consumers adescribed in ETSI TS 103 192, as theRAT (Representation, Acquisition and
Translation) Function of a Data Lake or Data Collector is also a concept describedEiRSI TS 103 192.
Therefore, Cognitive Algorithms (or Cognition Module) for Data Angtics may be implemented directly on
the Data Lake (Data Collectorpy implementing the RAT (Representation, Acquisition and Translation)
Function.
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3. Implementation Approaches for GANADEsand their associated
Control -Loops

ETSI White Paper No.16https://www.etsi.org/images/files/etsiwhitepapers/etsi_wpl6_gana edl 20161011.pdf)
[1] and ETSI TS 103 192 provide more detailed insights on how to use the GANA framework in implementing AMC
through the Slow-Control-Loops by Knowledge Plane levels DEs\d Fast ControtLoops by GANA levels 2 & 3 DEs
injected into NEs/NFs and how to interwork the two levels of autonomics.The implementation gproaches and
aspects that need to be consideredhen implementing Slow ControtLoops by Knowledge Plane Decisionl&ments
(DEs) and Fast ContreLoops by DEs implemented in Network Elements/Functionare as follows:

a) O4 I-odwn Approaché OT EIT D1 AT AT OET ¢ ' ! . ! cahl@@irduédiak deribédlin ETH Ox T O
White Paper No.16, in what haseen referred to as a "top down approach" to implementingy taking a phased
approach that starts with higher level autonomics by GANA Knowledge Planes and the streaming of Telemetry Data

to Common Data Lakes (centralized Data Collectors) afwd to the Knowledge Planeand making the telemetry
consumed by DEsn the Knowledge Plane (KP) for the autonomic operationby the KP.( | x AOAOR -KIOAIES OO1
and phased approach to implementing GANA autonomics levels could be suitable to some scenarios like the case of
legacy network environments (consisting of physial network elements) in which there may be constraints regarding

the possibility to introduce local DEs (level 2&3 DESs) in the NEs/NFs T@p-Down approachbto implementing and
customizing the GANA Modeimplementation in a phased approach enables to stawith implementing autonomics

via the centralized approach first (by the GANA Knowledge Plane autonomics) and benefit from that, while still leaving

room (flexibility) for innovators to provide low level DEs for certain management and control aspects thaequire
OEAOO AT B0GX 1 x E O RvKile at thé/s@rife.tidenimkinghe NE/NF level DEs be policicontrolled by the
Knowledge Plane DEs

b) Hybrid approach to implementing GANA autonomics in networks

While in current networks phased approachesnay be taken in implementing GANA autonomics, in future networks
possibly a holistic nonphased approach might be taken, by which the lowevel autonomics in NES/NFs are
considered at the same time as higheevel autonomics by the outer centralized Knowldge Plane and both getting
interworked (similarly to the case of Hybrid SON (SelDrganizing Networks) implementation we see for the RAN

(Radio Access Networks) today). ETSI 5G PoC White Paper N&]Jlgrovides insights on how Centralized SON ¢(C

SON) ca complementarily interwork with Distributed SON (D-SON) in form of a HybridSON model that is compatible

with the GANA modelAs mentioned earlier, O 0AD xT1 6 AT A DPEAOAA APDPOI AAE OI EI Pl
levels could be suitable tosome scenarios like the case of legacy network environmentshile for white box
networking (white boxes) and also for some NE platforms, there may be flexibilipnade availablefor the possibility

that an innovator (the NE vendor itself or a third party) can inject GANA level 2&3 DEs into a White Box or NE(s) to
exeeuh AO OI T AAl DPOI COAI 66 OOET ¢ A 1TAAI 10) j! Dbl EAAOGEIT
vendor for enabling dynamic configuration of local MEdy such local programsintroduced into the NE/NF. Such an

internal API enables DE innovatorgo realize "fast controkloops" over local Managed Entities (MEsand also realize
"distributed control -loops" (DE algorithms) that scope a set of NEs along a path in network topology (if needed,
because some aspects may be realized through a centralize& Blgorithm running in the GANA Knowledge Plane
instead).

c) Control -Loops Interworking consideration when implementing both ~ Sow and Fast Control -Loops o
Remark: 7EAO EAO OF AA AT 1T OEAAOAA EITT TEHGHA OU OEEA ¢ !10OEIA 01311 A |

ATA ATU OFAOCO AT 10011 11T1BPO6 AU "1 .1 1 AOATI O eRieméneAd | A
that the GANA Knowledge Plane DEs shall pdicy control any low level DEs injected/implemented into an

NEsh AT A OOAE bIT EAU AT 106011 ETAI OAAO OAA GriteAlOEsloQheir | O O A
algorithms, and this could also mean that the KP should also configure th&W I AAT $%0 O 1T PAOAOA
1TTPd § AU xEEAE OEA 11T xAO0 1 AOGAT $% Al i DbOOA OAATI T A1 AAOI

lower level DE executingactions that can be derived fronthe actionable insighsQh 1 O Oi 1 p-RDABGA ET AA.
instead. Apart from the well understood AAT AEZEOO 1T £ OAAINBEWEIOGh AAAOG AMGATOGB %O
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DEs) could bring benefits of reducing the need for sending bulk telemetry/monitoring data from NEs/NF® Data
Collectors (Data Lakes)or to the Knowledge PlanePlatform by sending out reports to the KP while still allowing
certain amount of telemetry data to be sent out by the NE/NE DataCollectors and/or to KP Platform(s).

d) Autonomics algorithms development as the Gpacedfor DEinnovation and DE supplier differentiation

DE innovators need to be given the flexibility to innovate autonomics algorithms, because "Centralized Algorithms"
for Autonomics (implemented by the KP Level DEs) and "Distributed Algorithms" (implemented by wagf GANA
Levels 2&3) have their different benefits (e.gwith respect to convergence time and robustness comparisongtc.).
But both types of algorithms can be interworked using the GANA as Hybrid Model that enable to combine the two
complementarily like has been achievedh the case of Hybrid SON (more details can be found in ETSI 5G White Paper
No.1]5] and ETSI White PapeNo.1€1]). Therefore, the GANA Framework allows for various options to be taken in
implementing DEs in phased approaches or dependent on certain constraints of certain NE/NF vendor capabilities. A
DE algorithm innovator may choose to implement the algathm as a "Distributed Algorithm" to operate within
NEs/NFs andalso possibly as a distributed algorithmscoping certain NEs/NFs (e.g. NEs/NFgperating at certain
boarder points between domains of a network topology using the Horizontal Reference Pointi@P) between the two
DEs residing inthe different NEs/NFs.

4. Cognitive -GANADE (Al Model) Vendor(s), Autonomic
Management & Control Domain Expert(s), and Dat a
Scientists, as Stakeholders bound by a DEs Production
Ecosystem

The industry could now move tocreating a0 - A O E defor Khdwledge PlanePlatform DEs and GANA level 2&3 DEs
(thanks to White Box Networking and NE platforms that offer internal APIs for use by DEs implementdtsintroduce
intelligence in NEs/NF9 to allow for acquiring and on-boarding best DEs with best algorithms for decisioimaking at
any time during the lifecycle of the networkor network element/function .

The following are other aspects that need to be considered by innovators and implementers of cognitive DES:

1 An Al Operations Model magpecifically relate to a DE that exhibits Al algorithm(s) for Autonomic4AMC)

1 A Deployment Repository may be deployed ypa Network Operator as a Repository of Cognitive DEmay
include non-cognitive DEs as well)

1 Policy Engineprovides high level input policies to a Cognitive DE and the DE can generate low level policies
from the input high level policiessupplied as governance inputs by the human operator

1 Performance Manager may be used by the Network Operator to perform perfmance management of each
Al Component (e.g. Cognitive DE)

1 An Al Model is at the core of a DE that exhibits Al algorithm(s) for Autonomics (i.e. Cognitive DE), while there
is also the Option that DEs may have a commonly shared Cognition Module for Datalpnes that implements
$AOA 1T Al UOE-An25 Peandng ghasé ad Operétion phase (at time of operating on real data))
while DEs use the Analytics outputs from the shared Cognition Module in their Decisionaking processes
and actions planning aid executions

1 Regarding Training Data Repository in relation to Developing and Training KP DEs, for the KP as Al System,
the Data Training Repository must be populated by the datasets obtainable fraime wide scope/diversity of

data sources that constituteOE A  OAT OEOT T 1 AT 06 j,just gsexamplpinAvhidhAOKHAIOE OA

expected to operate in, including the diverse events that may be desired to be visible for consumption by KP
DEs algorithms and decisiormaking processes during its operationas KP data sources should also include
the variety(diversity) of management and control systems through which the KP DEs can be designed to
consume events and/or execute autonomic operations that (reprogram the resources, parameters and
services of theunderlying network infrastructure(s) via the northbound interfaces exposed by such systems
as described in P1].
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1 Training Data Repositoryfor DEs meant to operate in NEs/NFdor a single Al Component (e.g. Cognitive DE),
the Training Data Repository must be populated by datasets from the scope/diversity of data sources that
by the interfaces of the NE/NF in which the Al Component (e.g. Cognitive DE) is expected to operate in,
ET Al OAET ¢ OEA AEOAOOA AOGAT 6O OEAO 1 Au AA AAOGEOAA Ol
decision-making processes during its operatit h AO xAl 1 AAOAOAOO AOI I OEA
Managed Entities (MEs) and other data sources from which the DE can be designed to consume inputs and/or
execute autonomic operations that (reJprogram its ME(s)

1 As DE algorithms shall differentate DE suppliers/vendorsthe Data Training Repository contents will depend
on the DEs that are meant to use it

1 Cognitive Algorithms (Data Analytics Algorithms) can also be instrumented to run on Data Training
Repository to synthesize Knowledge from the na data and stream the Knowledge to consumer entities in
different knowledge representationformats

1 The following could be interpreted as one and the same thing: Data Training Repository and Data Collector;
and Cognitive Algorithms can be instrumented to ro on the Collector(Data Lake) to Generate Knowledge
(Analytics results) that is streamed into the Knowledge PlanéKP) for KP DEs to consume and apply.

The industry now needs to implementheNA x #1711 AAPO T £ O0- AOEAO 0idAAA &£ O 1) -

4.1.Roles to be played by various stakeholders of GANADE Ecosystems

This sectionlists and describesthe roles to be played by various stakeholderas follows:

Data-Scientists

Researchers/Suppliers of Al Algorithms

Network Infrastructure Suppliers

5G Network Operators

Providersof Training Data Repositories for Training Al Models

Suppliers of GANA Decisionaking-%1 Al AT OO0 j $ %O Ghathad beQdajled intd NES/NFGINto

Knowledge Planes (K& Platformsdependingon the GANA levelf the DE

f  Assuchthereisnowthe needid OOT AOAA OEA #1 1 AAPO T £ A O- AOEAO 01 A’
Al Models for AMC

=4 =4 _-a_8_9a_2

Figure 5 presents the value creation at touch points (interfaces) between stakeholders of the Al Ecosystem. Each
interface or touch point between two stakeholders can be translated into a contract reflecting a Business Model and
value created and shared between Peer stakelders. NOTE In referring to Figure 5, TMForum is addressing this
topic in TMForum 1G 1180 document
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Figure 5: Interactions and relationships between GANA AMC (Al / ML) stakeholders that should be involved in
the design and production of Cognitive AMC_DE(S)

Examples of Types of Stakeholders that can play the specific roles in the context of Stakeholders that should
be involved in the design and production of Cognitive AMC_DE(s) :

1 Cognitive-DE Vendor (AlModel Supplier) role can befulfilled by a Network Infrastructure Vendor/Supplier
of Network Elements/Functions (NEs/NFs)or a Vendor/Supplier of Network Management and Control
Platforms (e.g. an Independent Software Vendor (ISV) or [detwork Infrastructure Vendor/Supplier of
Network Elements/Functions (NEs/NFs)). ETSI White Paper No.16 provides insights on the various potential
suppliers of DEs as Software Modules/Components that can be loaded into NEs/NF&mo GANA Knowledge
Plane Platforn8 (1 x AOAOh / PAT 31 O0OAA DPOI BUbgi®®d Al MddelsAlcidds
Cognitive DEs
Data Scientist Role can be played by any competent expéitst are able to provide Data Scientist Services
Training Data Repository Owner role can beplayed byany Organization that may bérusted and neutral, e.g.
Standardization Bodies or &ra (e.g. TMForum, ETSI, BBF, ITU3GPP, GSMA, |IEEE,) or even Open Source
Projects
1 Data Manager role can be any trusted entity that has a trust and business relationship with #raining

Data RepositoryOwner

= =
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4.2. Description of the Interactions between the Stakeholders

1) Data Managercollects and formats Raw Datand ensures Data Managementrequirements are
fulfilled while interacting with a Training Repository Owner and theTraining DataRepository

2) Data Scientist instrument s the Repository with Cognitive Algorithms (Data Analytics
Algorithms) for Data Ingestion andknowledge Synthesis; and Clean Training Data to be delivered
to consumer

3) Input Datafor training Al / ML Models (Cognitive DEs)re retrieved from the Training
Repository

4) Al /ML Model Supplier partners with (AMC) Autonomic Management & Control Domaigxpert(s),
if Supplier does not have own Autonomic Management & Control Domain Experts for Design of
Autonomic Management & Control Algorithms and ContreLoop Logics and DE implementations
thereof

5) Al/ML Model Supplier requests (partners with) Data Seintist to get support in preparing Training
Data that would be required to train Al / ML Models Gewly created or evolved onegi.e. Cognitive
GANA DEs for AMQ) if Al / ML Model Supplier does not have own Data Scientists to perform that
task

6) Autonomic Management & Control Domain Expert(s) may engage Data Scientist in preparing
Training Data and/or Knowledge Extraction from raw data, both for use in developing Al / ML
Modelsand for developing othercertain Algorithms for Autonomicsd 1 B A @y gnitide OEs

7) Autonomic Management & Control Domain Expert(s) may want to source Training Data
for use in developing Autonomics AlgorithmgCognitive GANA DB Rlgorithms)

4.3.Examples of Autonomic Management & Control (AMC) domains

The list below shows examples of Autonomic Management & Control (AMC) Aspects (involving kniedge on
Implementing DE Autonomics (ControlLoops)) for which AMC Domain Experts should be engaged in Design and
Implementations of Cognitive DEs

f
f

=a =

Autonomic QoSmanagement & control domain ? implies the need to Design/Implement Forwarding
Management_DE,

Autonomic Security-management & control domain ? implies the need to Design/Implement Security
Management_DE,

Autonomic Mobility -management & control domain 2 implies the need to Design/Implement Mobility
Management_DE,

Autonomic Fault -management domain 2 implies the need toDesign/ImplementFault-Management_DE
Autonomic Resilience and Survivability management & control domain z implies the need to
Design/Implement Resilience & Survivability Management ,DE

Autonomic Service & Application management domain zimplies the need toDesign/Implement Service &
Application Management_DE,

Autonomic Forwarding -management & control domain ? implies the need to Design/Implement
Forwarding-Management_DE,

Autonomic Routing -management & control domain 2 implies the need to Design/Implement Routing
Management_DE

Autonomic Monitoring -management domain ? implies the need to Design/Implement Forwarding
Management_DE,

Autonomic Monitoring -management domain zimplies the need to Design/Implement Monitoring-
Management_DE,

Autonomic Generalized Control Plane management & control domain ? implies the need to
Design/Implement Generalized Control Plane Management_DE

NOTE: The various types ofDecision Elements (DEs)isted above are defined in ETSI TS 103 198, and their
associatedmappings to thdr types of Managed Entities(MEs) i.e. resources andconfigurable parameters that
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should be under the responsibility of the specific DFare also defhed in ETSI TS 103 192 and in concrete GANA
instantiations onto aparticular target implementation oriented network architecture and its management and control
architecture (e.g.BroadbandForum (BBF) architectures(ETSI TR 103 473 V1.1)2 3GPP Backhaul and Core Network
(ETSI TR 103 40%.

5.ETSI GANA AMC DE (AlI/ML Models) Marketplace
Concept and Scope

Within th e Digital Transformationjourney for CSR to become DSPs (Digital Service ProviderdYlarketplace Models
are becoming key enables. CSPsare embracing Digital Assets domain (Digital Services, Datal/ ML Models
Marketplace like being advocated forby ACUMOS Open source projeft6])and are also embracinga new trend of
trading Digital assets EU Digital Service MarketplaceTMForum Distributed Ledgers / Blockchains Marketplaces
Some of them are steaxd by OpenSource communities for ceinnovation and rapid Time-to-Market purposessuch as
Acumoswith Linux Foundation, Data Marketplacewith IOTAFoundation to mention a few.

This section describes how ETSI GANA AMOEs (Al / ML Models) could beproduced, consumed and traded through
a Marketplace model. We proposea broad picture ofthe stakeholders that should be involved in the design and
production of Cognitive AMC_DE(sand their interactions / relationships asdepicted in Figure5, and extendedwith
other stakeholders that should play certain roles in the context of Test an@ertification of Cognitive DEsas well the
DE Consumerside? namely Communications Service Provider CSPand its internal Stakeholders involved in Al
Strategy, AMC_DE (AML Model) Procurement and Deployment Management

Figure 6 provides the big picture on three perspectives (contexts) on the stakeholders that should be involved in each
context, namely:
1 (1) DesignDevelopmentand Production of Cognitive AMC_DE(8) / ML Models)
1 (2) Test and CertificationRegulation / Legislation / Audiof Cognitive DE§AI / ML Models)
1 i xqQ #3080 EIT OAOT AlnAIStategyAAMCI DE AMLOVodel) Rddcdreindnt and Deployment
Management.
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Figure 6: The Big Picture of ETSI GANAAMC DEs (Al / ML Models) Marketplace and Interactions and
relationships between all key stakeholders

Proposed scope of the ETSI GANAAMCDEs (Al / ML Models) Marketplace : The Marketplace isa trading space
where value stream is created and sharedbetween the stakeholders involving and collaborating within this
Eoosystem.What makesthe difference with traditional ways of trading is the expected continuous value growth by
sensingthe market trend and then adding new business capabilitiesto meet# I 1 O O inde@(his is the reason
why we propose a phasd approach to shapng the proposedscopeas depicted in Figureb.

1 ETSI GANA AMC DEs (Al / ML Models) MarketplacePhase 0: This phase is the current way oprocuring
GANA AMC DEs (Al / ML Models) by direct one to one interaction between Al / ML Models Supplier(s) and
Consumer. The traditional RFP (Request For Proposal) process applies while considering thesv asset,
namely GANA AMC DEs (Al / ML Models), vdfi are to be considered as Software. This phase is not shown in
Figure 6(considered as base reference). In contrast to traditional software assets, a training process for an Al
/ ML Model requires input data that is as accurate as possible for Training thdodel before deploying it in
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the Production Network. This task is performed out of Marketplace and is under the responsibility of the CSPs
who is supposed to be owning the needed training Data.

1 ETSI GANA AMC DEs (Al / ML Models) MarketplacePhase 1 : Figure 6 depicts the scope of this phasghe
involved actors, and roles and responsibility demarcation. This phase aims at creating new business
opportunities by engaging and onboardingthe listed new actors that can provide the needed technical
enablers that support thenewly developed and introducedbusiness capabilities.We depicted the touch
points (interfaces) between the stakeholders involved in this ETSI GANA AMC DEs (Al / ML Models)
Marketplace of this phasel Each interface touch point between two stakeholders can be translated into a
contract reflecting a Business Model and value created and shared between Peer stakeholdérsm process
and Al / Model life perspective,this phasel corresponds to@A\MC _DE (Al / ML Model) Developmeaphase.
The additional enabler introduced in this phase is the Trainig process of theO! - #  $% ! ). T -,
Therefore, the Marketplace has thebility to offer this Training capability, henceit can be monetized

1 ETSI GANA AMC DEs (Al / ML Models) MarketplacePhase 2 : Figure 6 depicts the scope of this phase,
the actors and roles and responsibility demarcation. This phase aims at creating new business opportunities
by engaging and onboarding new actors that can provide the needed technical enablers thapgart the
business capabilitiesto broaden thescope ofPhase 1From process and Al / Model life cyclperspective, this
phase2 AT O O A O b AMG\ OE @I/ MIOModel) Test & Certification and Auditingd Those processes can
be handled by independent stakeholders / Bodies Ondependent Certifier of Cognitive DEs (Al Models)
offering certification services. Touch points/ Interfaces 8 9, 10,13, 15 involve stakeholdersresponsible of
suchcertification services.

1 ETSI GANA AMC DEs (Al / ML Models) MarketplacePhase 3 : Figure 6 depicts the scope of this phas8,
the actors and roles and responsibility demarcation. This phasis mainly focusing on the- AOEAODT AAA
clients (CSPs)and its external interactions with the Marketplace stakeholders as well as the# 0 3iritethal
stakeholders that might have an impact on the MarketplaceWe nameOE E O D E AR _DE (AKX OIL O
Model# 306 O 3 O A Exkemdl intérdctib® with the Marketplace This interaction involves two actors,
the Marketplace Administrator / Governor andthe Prosumer. Indeed, here are CSPdhat may play both roles
1) Client / Consumer, 2)A CSHn its new role of aDSP (Digital Service Provider or Softwar€ompany) during
its Digital Transformation may becomean Al / ML Model Provider. Interface 17 in Figure 6 represents this
interaction.4 EA OUPAO 1T £ #3060 EIT OAOT Al 3 O0AEAET 1 AAOO j Ascs
should play certain roles in the context of Cognitive AMC _DE (Al/ML Modéfe cycle processes include the
ones listed below:

¥ Al Strategy, Policy & Licence Manager

¥ Al Trainer & Tester of Cognitive DEs (Al Models)

¥ Procurer of Cognitive DEs (as Deployable Al Models or as Al Modelready embedded in a

Network Device/Equipment of Software Package)

¥ Al Deployment Manager
Additional Business capabilities to be implemented in Phaskrder to make theETSI GANA AMC DEs (Al /
ML Models) Marketplaceself-governing w r t the Customer journeythere is aneed for embedding@aymen®
and O3 A0OI1 Procdsbed That meansthose two processes while having been considered QDff-
MarEAODI AAAG6  @Hen harfElAdObk the; involved Sakeholders BSS / payment /Settlement
applications and processeshey AAAT | A AOEWR OPI AAA6 DPOI AAOOGAO OQAAOAA A

1 Business Value for Marketplace : The business value ixontinuously and incrementally growing when
integrating a new Phase hence augmenting the exiting capabilities by new ond@$is makes the Marketplace
more attractive and offering added-value services ovetime, and this improvesits reputation

1 Business Value for Marketplace stakeholder : When the Marketplace builds a solid reputation, it attracts
more stakeholders and the value created becomes larger améch stakeholder involved in this Ecosystem
canaugment its benefits
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1 Business Value for CSP ass A O E A O b Cliért:At @eldeves the CSP from mairining O/ -£EOEAODI AAA
processesrather shaping pieces of a puzzlef interacting with required stakeholders which is time and cost

consuming,hencethe CSFOAT EAO 11

-OE AE A 6#ubtdl Al Belcureprocessesduring the entire

customer journey. The main benefit is zerecostintegration, fully agile journey, reducing time to marketand

focusing onvalue-added innovation,only.

6. The AMC Concept powered by Al/ ML Capabilities

The figure (Figure 7) below illustrates how Cognitive GANA DE&powered by Al / ML capabilities can be developed.
There are variousmature approaches and insightsnow available in literature on how to designand implement Al
Models for AMC (i.e. Cognitive GANA DE&r example PO] and [22] and many nore resources in literature provide

insights. NOTE:/ T OEA &ECOOA xh

O E Abutfis @athér AHoun in(Fimydre 9Bad Figurellpadthe x 1

D OT AA inolv€smiboaOAET ¢ OEA OAOCAOAA O DBinakériatd\A 1AA $19%6%50 AEOE 11 ¢ OEG
Metadata (ldentification, Licensing model, Pricing model, Security, Traceability, Certification, Train /Test result and

the constrainingA1 T AEOQOET 1 Oh

nerated by the Autonomic
\ nM'QConvol-LogIc(o)
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Figure 7: ETSIGANAAMC paradigm powered by Al / ML capabilities
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Figure 8: ETSI GANA aMulti -Layer Artificial (Al) Framework for Implementing Al Models for AMC of Networks
and Services

7. Lifecycle Management Framework for a Cognitive GANA DE as an
AI/ML Mo del for realizing specific AMC Objectives

7.1. Overview
According to ETSI GANA AMand its Al/ ML Framework there are three categories of aAMC DE as AML Model in
the AMC Multiayer Framework, namely: either dDE (Distributed DE deployed and executed in a Network
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Element/Function (NE/NF)) or cDE (Centralized DE implemented in the realm of the outer management and control
systems called the Knowledge IBne of a specific Network Segment. ETSI GANA framework describes how cDEs
(called GANA Knowledge Plane DE#)terwork with dDEs by way of cDEs performing policy control of dDEs in
NEs/NFs.

7.2.Use Case 1:Lifecycle Management of ONetwork Element/ Function
(NE/NF) - embedded/ | T Adistributed GANA dDE

The following aspects(three categories (status) ofa CognitiveGANADE) pertain to Lifecycle of Cognitive DEsfér
both dDE or cDE:

9 ®OI AOOAAIT AcAMeE IDE (AIH RIENDAe): made available in the Marketplace and ready
for onboarding by the Network Operators for internal complementary training and testing of the
dDE before moving to Production Network in which the dDE is put imperation. The same is
expected of a cDE of a Knowledge Plane Platform, before it can be put into operation as an integral
part of the Knowledge Plane Platform to be put into operation.

9 O40AET AA AT A 4 A0 ADEGAI /vl gddelyOrecdubable AMC dDEAI/ML Model)
or a cDE (AIML Model) has passed Training and testing and Quality evaluation in the Network
| DAOAOI 060 40AETET ¢ AT A 4A00 AT OGEOITIi AT O j/1 £& E
and ready for deployment in Production Network (in the case ofcognitive dDES) or in the
Knowledge Plane Platform (for cDEs always expected to be cognitive)

9 O$ADPI T UAAT ABE (4 IML M&l&)E Wihdn Training and Testing team declares this status,
the AMC dDE (Al / ML Model) is instantiated in thé&roduction Network and consumes Real Data
and Events from the Production Network ands made to interwork with other DEs andany other
integration components it needs to work with. The same is expected of a cDE of a Knowledge Plane
Platform, before it can be put into operation as an integral part of the Knowledge Plane Platform
that is to be put into operation.

NOTE Along with O E &fflir®@ GANAAMC dDEAI/ - , - T Avdrhag]Bave at the saméme (@nline GANAAMC dDE

(Al/ML Model)d6 ET OOAT AAEETOOTAGAECAAOAA O1 A1 O/ T1TETA 1 AAG EICH
the figure below (Figure9). The same applies for a cDH.¢€.an GDffline GANA AMCRE (Al/ML ModeldandO/ T 1 ET A
GANA AMC cDE (A, - DAAT 6
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Figure 9: Lifecycle of an NE/NF- local (embedded) / distributed GANA AMC dDE (Decision Making Element) (Al /
ML Model)

Description s of the Process WorkFlows for the Cognitive DE lifecycle Management : While the
lifecycle management aspects below are mainly focused on a Distributed DE (dDH) with indications of aspects that
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also apply to the case of a cDEhe more detailed lifecycle management of Knowledge Plane DE (called a
centralized Decision making Elemen¢cDE)) as a CognitiveDE for AMC (a deployable (AKIL Model)) can be found in
section 7.3.
0) Governance Function (Dashboard): it is an instrument that allows the CSP (Governance
Manager) to define Business Policies, Objective /Goal ankhtent specifications to be enforced and
executed to ensure an optimal operatiorand achievtement of desired objectives byautonomics
services of the DEs while keeping control of activation / de activation of deployedEs (Al /ML
Models), conflicts resolution that may be required and all associated accountability and
responsibility aspects related to supplied Data and DEs (Al /ML Models)
1) GANAAMC Data Lake (realized by ONIX, MBTS, and Data Collectors in general): It is asource
of Datasets (Raw Data). It is populated by Raw Data collected from Production Network and
complemented byExternal Data Sources
2) Data Training Repository: Various Datasets must be considered in populating the Data Training
Repository in order to produce clean and accurate Data and also synthetize(extract) knowledge
from the data and make the data or extracte@tnowledge available fora GANAAMC dDEs) or a
cDHEs) (Al / ML Models) training and testing processes
3) /1T AT AOGAET ¢ OEA OAOCAOGAA O6001 AOOAAT A Aswde 10 OC
Marketplace AT A | AOAEET ¢ EO Ol #3080 - RAdd Ricbdmoge), AAT OF
Security, Traceability, Certification, Train /Test result and the constraining conditions, functional
AOOOEAOOAO Asc8 OANOEOAA #o05h 1 Al 1T OUR AAAEAAOAA
4) Training: Training Data Repository output enables training  a singleAl / ML Model Component
j As8C8 #1 ClEOEOA A$% |1 O A$S%q xEOE AAAOOAOA $AO0A
produces a viable trained dDE that can be deployed into the Production Network (live operations),
or a viable trained cDE that can be actited/onboarded into the Knowledge Plane (KP) Platform
5) TAOOET ¢ AT A %OAI OAOET ¢ A$s% O0AOA&N G AERIAC A% A EODI
ACAET 00 OEA AopAAOAA TDOAAEAOAA OAOCAOO j POAOGAO
before declaringAT A AAOOEAUET ¢ EO AO OI1 bA Obdrettibn intblaA A U 6
Network Element/Function (NE/NF) in the Production Network. The same is expected in the case
i E A A$Swh E8A8 | & 4AOOEI C AT A %OAI OADiENakngA AS$ %
# ADAAEI EOUS AAZE OA AAAT AOET ¢ AT A AAOOEGEUET C
activating/onboarding into the Knowledge Plane (KP) Platform.
6) Deployable GANA AMC dDE (Al / ML Model) is transfered to Production Network as a traired
and tested dDE for deployement and operatiotogether with other DEs in the NE/NF In the case
of a deployable cDE, is activated/onboarded the into the Knowledge Plane (KP) Platform to operate
and interwork with other cDEs in the Knowledge Plane (KP) Btform.
7) Business Policies / Goal(s): Prescribed by the CSP at Global and Business level (Intra and Inter
Domain) but interworking/coordinating/ synchronizing w ith local level (Production Network) to
drive the GANA / AMC dDE or cDE lifecycle to achieve thijective and the desirel service the DE
is designed to offer and such policies or goalsmay be (re) adjusted during the course of the

lifecycle.
8) Operations of dDE with real Data and E vents: Scope/diversity of real (run-time) data sources
that constitute OEA  OAT OEOI 11 AT O7POT @EI EOQUXT AECEAT OET T Ao

Network_Managed Entities (GANA_VMEs, GANA_PhyMEs), netwlrk A i AnkighBothood and
internal environment of the Network Element in which the Al Component (i.e. the Cognitive
GANA_dDBH is designed to operate in. Datasets from the various data sources should include
diverse events types that may be desired to be visible for consumption by GANA_dDEs algorithms
and decisionmaking processes during its operation. The X OEAOU | AEOAOOEOUQ 1 &
Entities (MEs) are part of the Data sources from which the GANA_dDE is designed to consume
inputs and then execute autonomic operations that (reprogram its ME(s) (GANA_PhyMEs and
GANA_VMES). In the case of Operat® of a cDE with real Data and events, the cDE (in the
Knowledge Plane) is fed by its lower level dDE(s) it is responsible of policy controlling as well as
data and events coming from systems and components that should be integrated with the GANA
KnowledgePlane Platform as described isection 1L1and in the ETSI INT AFI 5&eport[21]. More
details in the case of a cDE are found gection 7.3.
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9)

10)

11)

Cuteq Autonomic®

Autonomic Action / Recommendation: dDE executes autonomic operations that (reprogram

its GANA_ME(s) (GANA_Phy4 and GANA_VMESs) that it poliegontrols according to the
ownership mapping process defined in ETSI TS 1A®5-2, and the DE reprograms its MEs in

reaction to receiving anyupdates/changes to the Production Network Policy. The dDE may interact

with other A $ %0 8 AEEO AODPAAO 1T £ OAOOITTITEA AAOGEI 1T TOA
cDE, with a dDE(s) being viewed by a cDE as a Managed Entity (ME) that needs to be policy
controlled or orchestrated by the cDHaccording toO$-%% | x1 AOOEED PDPOET AEDPI AO
TS 103 1952).

Feedback to GANA AMC DE (AIML Models) Marketplace : Provide output / suggestion / lessons

learned after operating the dDE or cDE to the dDE or cDE Marketplace to help the supplier to
continuously E1 DOT OA OEA DPAOAI O Al ARA KR ITAC ONOBA EOIVE O UBH A
cDE and the resultant action could bereloading /upgrading to a better dDE or cDE version

Audit: an Audit campaign could be launched and then a Report is produced by the mai
Coordinator DE of an NE/NF that coordinates all dDEs instantiated in the NE/NF (e.g. indicating

the percentage of deployed dDEs that are not achieving their objectives and why e.g. due to policies
conflicting under certain situations or as a result of chllenges the network may be experiencing,

etc.). The Report produced by an Audit operation is also to contain KPIs on how each dDE is fairing

in achieving its Objectives and how all the dDEs are collectively working together to achieve the

global policy/goali O AT OET OAT 66 DOI OEAAA &1 OEAI AO EI PO
launched by an Auditor/Regulatorand Report is produced on Supled Data, and deployed DEs

(All ML Models) from provenanceaccountability and responsibility. The aspecto®6! OAEOET C6 A
also applies to a cDEby the coordinator DE in theassociatedKnowledge Plane scopg)and more

details in the case of acDEET AT OAET ¢ ET x OET OAT 66 EO DPOI OEAAA
rather, are found insection 7.4.

7.3.Use Case 2. Lifecycle Management ofa GANA Knowledge Plane DE
(called a centralized Decision making Element (cDE) as a Cognitive DE
for AMC (as deployable (Al / ML Model)

The figures below (Figure 10 and Figure Nillustrate Lifecycle Management o& GAM Knowledge Plane DE (called
acentralized Decision making Element (cDE) as a Cognitive DE for AMC (as deployable (Al/ML Madel)

Descriptions of the Process WorkFlows for a Knowledge Plane DE (cDE) ? a KP DE always

has to be a Cognitive DE according to ETSI TS 103 195-2: The interaction flows below are the ones
specific to the case of a cDE (a Knowledge Plane DE), while the other flows described for the case of a dDE also apply

to a cDE:

0)

Governance Function (Dashboard): it is an instrument that allows the CSP (Governance
Manager)to define Business Policies, Objective /Goal andntent  specifications to be enforced
and executed to ensure an optimal operation and achiement of desired objectives by the cDE
services while keeping control of activation / de activation of deployedDEs (Al ML Models),

conflicts resolution that may be required and all associated accountability and responsibility
aspects related to supplied Data and DEs (Al / ML Models)

7) Business Policies / Goal: Prescribed by the CSP (Governance Manager) at Global and Business level
(Intra and Inter GANA Domain) but interworking/coordinating/ synchronizing wth local level
(Production Network or a Single GANA Doma instance) to drive theGANA_BE lifecycle to achieve the
objective and desiral service the DE is designed to offeand such policies or goalsnay be (re) adjusted
during the course of the lifecycle.
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12) DEs coordination and DE-to-DE chanining Choreography:/ DEto-DE Collaboration in form of
a Chereography, by exchange of information and or negotiations on parameter values adjustments
on various MEs associated with the various collaborating DE& order to achieve the global
Autonomics and AI/ML Obijective. Thé is driven by a Superior/DesignatedcDE (Network Level
AutoDiscovery & AutoConfiguratieDE (also called AutoConfiguration_& AutoDiscoveilyE)) that
policy-controls the other DEs involvedn the chainingof the DEsat Knowledge Plane LeveNOTE:
At NE/NF level a superior DE (theNE/NF level AutoDiscovery & AutoConfiguratiodE (also
called AutoConfiguration_& AutoDiscoverDE)) is required to perform the coordination of the
dDEs for certain operations that require the dDEs to be coordinatedlore details on this subject
are provided later in section7.4.

13) Execution of DE-to-DE Chaining: the realization of the DEs chaining that ensures conflidtee
implementation of AMC operations

14) Online Learning DE (Al / ML Model) : For Online dDE (Al / MLModel), a feedback to get

approval/ validation/ Reject of the execution of recommendatbn by the cDE responsible for
policy-control of the dDE
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Figure 10: Use Case 2: GANA AMC Knowledge Plane cDE (centralized Decision makigement) Lifecycle
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Remark: NE/NF Level Choreography of DEo-DE Coordination and Chaimig by a Superior/Designated dDEis
illustrated in section 7.4.

7.4.0n DE Coordination by a Superior/Designated dDEs or cDEs, and how
Ontent 6as Input should be handled in the ETSI GANA Framework

Figure 12 presents$ % #1 1 OAET AGET 1T AU A 30OPAOET OT$SAOCECTI AGAA A$ %h
the ETSI GANA FrameworkandFigure 13 presents$ % #1 1 OAET AOQETI 1 AU A 3 0PAOEI OT$AO
as Input should be handled in the ETSI GANAamework. These aspects of DEoordination within the scope of the
Knowledge Plane and within the scope of an NE/NF, as well hew intent as inputs should be handled in the ETSI

GANA Framework arelescribed below:

I In ETSI GANA, the Knowledge Plane(kBgvel AutoDiscovery & AutoConfiguratieRE (also called
AutoConfiguration_& AutoDiscovelyE) is the Superior Coordinator of the operations of cDEs in the
Knowledge Plane in collaboration with the SecurityManagementDE that determines and enforces security
in the various communications It resolvesconflicts and providesthe cDEs with goals and policies translated
from anIntent provided as input by the CSFBut each of the cDEs can also be designed to derive and compute
the goals and policiesntended for its scope from the Intent provided as input by the CSP.

91 In ETSI GANA the Kdevel AutoDiscovery & AutoConfiguratieBEAT 01 ET OAOAA OO -kwlIOE EO
AutoDiscovery & AutoConfiguratieDEinjected to operate in a NE/NFto provide it with goals and policies

for the dDEs in the NENF. Even though policies are expected to be dynamically generated by cDEs and

OA1T AUAA o}] OEAEO AT OdDES b kithek E 1diectly Otb E @@ 1 (lElevel
AutoDiscovery_&_AutoConfiguratidDEAas a ir]tercegtor trlat then passes thgm to local dDNEs in coIINatzorat[on . .
with the Security-Management$ % OEAO A1 OOOAO OEAO OEA AT i1 O1 EAAOQEI I

KP passes security requirementsAlternatively, the policies are directed by the cDEs to the KPevel
AutoDiscovery_& AutoConfiguratieBEas higher level interceptor that then sends them to the target NEevel
AutoDiscovery_& AutoConfiguratieBEthat then dispatches them to local dDEs if security clek&s against the
security policies enforced by the local SecurigManagementDE have passed.

9 if an Intent was to be provided by the CSP directly on the level of an NE and not inductively through the
Knowledge Plane as input point, then NHevel AutoDiscovey & AutoConfiguratiobE is the Superior
Coordinator of the operations of dDEs in the NHt resolves conflicts and providesthe dDEs with goals and
policies translated from the Intent provided as input by CSP but each of the dDEs can also be desigto
derive and compute the goals and policiemitended for its scope from the Intent provided as input by CSP

f In general, the AutoDiscovery & AutoConfiguratieBE in the Knowledge Plane andits Onirror 6
AutoDiscovery & AutoConfiguratieBE in an NE/NF, could actj AO OEA $%30 @AawmAAOQE
orchestrator of the other DEs (including enabling/disabling, stopping or temporarily pausing their
operations) and at the same time performing coordination of the operations of the other DEs

1 Collaborative Optimizations at NE level and also at Knowledge Plane Level is required, and at each of the two
levels the Coordinator DEAutoDiscovery & AutoConfiguratie@E) may need to employ certain Optimization
Algorithms that optimize and perform ordering of certain Actions or Plans of Actions computed by the DEs it
coordinates before the DEs are allowed to execute the Actions
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Intent Specification (Should he provided as input to the
Knowledge Plane (KP) primarily rather than at NE level)

Knowledge Plane (KP) Level
Security-Management-DE

KP Level DE«x»e.g.
rereert Mobility-Management-
DE

> KP Level DE«z)
e.g. Routing-Management-DE

. DE-to-DE Collaboration in form of a Chereography, by exchange of
KP Level DE «y» information and or negotiations on parameter values adjustments
rrerreesen o0, QoS&QoE-Management-DE in order fo achieve the Network-wide level global Autonomics and

Al Objective

Figure 12: DE Coordination by a Superior/Designated cDEh AT A ET x O) 1 O0AT 66 A0 )1 OO (
ETSI GANA Framework

NOTE: The KP Level (Network -Level) Security-Management-DE dynamically maintains knowledge of security
threats/risks , detected attacksand impacts on the network, as well as dynamically computingnd applying security
policies for self-protection and selfdefense for the network. Suclsecurity related information may need to be shared
by the SecurityManagementDE directly to the other DEs so that they take into consideration such information in
their autonomic decisions, or the SecurityManagementDE dynamically relays such information to the KP Level
(Network -Level) AutoDiscovery_& AutoConfiguration-DE that then dispatchesthe information to the other DEs
and/or takes into consideration such security related information in its tasks of coordination of the KP D&s
operations. The White Paper [23 provid es insights on the complete functionality of th&Security-Management-DEs.
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ETSI TC INT/ AFl WG 5G lrtgZ/ntechwiki.etsi.org/
32


http://ntechwiki.etsi.org/

ETS(@\ A %(\\ﬁ

od Autonomic®
ETSI GANA Modelas Multi -Layer Al Framework for Autonomic Networks: PoC by ETSI TC INT/ AFI WG .

0

Node Configuration Profile is derived from Intent Specification and
applied or conveyed to an NE/NF by the Knowledge Plane during
normal operation of the NE/NF (as an Intent should be supplied as

an Inputto the Knowledge Plane)

NE/NF Level
Security-Management-DE

>
NE/NF Level DE«z»
e.g. Routing-Management-DE

NE/NF Level DE « x » e.qg.
Mobility-Management-DE

‘& DE-to-DE Collaboration in form of a Chereagraphy, by exchange of
NE /N[ Level DE « 2 information and or negotiations on parameter valves adjustments in

sesnnsn) o g QoS-Management-DE order to achieve the NE/NF Level global Autonomics and Al Objective

Figure 13: DE Coordination by a Superior/Designated dDEh AT A ET x O) 1 OAT1 66 AO )1 OO ¢
ETSI GANA Framework

NOTE:The NE-Level Security-Management-DEdynamically maintains knowledge of security threats/risks, detected

attacks and impacts on the network, as well as dynamically computing and applying security policies for self
protection and selfdefense for the network. Sah security related information may need to be shared by the Security
ManagementDE directly to the other DEs so that they take into consideration such information in their autonomic
decisions, or the SecurityManagementDE dynamically relays such informabn to the NELevel
AutoDiscovery_&_AutoConfiguration-DE that then dispatches the information to the other DEs and/or takes into

AT 1 OEAAOCAOETT OOAE OAAOOEOU OAI AGAA ET &I Of AOETT ET EOO «
[23] provides insights on the complete functionality of theSecuity -Management-DEs.

7.5. Use Cases of Federated AMC Knowledge Planes (Inte-Domain and
Inter Operator option for E2E Network Slice Autonomic Service and

Security Assurance

ETSI TC INT/ AFl WG 5G lrtgZ/ntechwiki.etsi.org/
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7.5.1. Overview

From Business perspective, such use cases described in this section rekméynamic Network Slice Management

through Autonomic Service and Security Assurance process powered by Al capabilities as a means for CSPs to fulfil

the requirements of Vertical Industries (e.g. Industry 4.0, Automotive, Banking, Insurance, Smart Citiet;.) while

deploying and operating a single 5G Network that is either partitioned into Multiple Domains or is based on federated

-0l OEPI A / PAOAOT 008 uv' . AOxT OEO xEAT AOGAO OANOEOAAS

@Al b1 A0 T £ 6AOOEAA]I 06 ADPDPI EAAOEI for @domatiye!/ VXX Applizationd &andT OO £
O4EI A 3A1T OEGEOA +0) 06 A1 O )T AOOOOU 181 OE-AGre) MogotiatedA A OE |
against capabilities of a 5G Network. This is similar to the traditional process of SLA Management dbliation,
Operations / Execution / Enforcement, Report) as documented inthe document by TMForum () p P C-Jo-Eq@%] A
Virtualization Management: Impact on E2E Service Assurance and SLAMACAT AT O &£ O (RAOEA . .
Indeed, both the "contractual"SLA between two parties (a Customer and a Provider) and the technidalvel QoS
requirements characterization use one common description template: the SLS (Service Level Specification), which is

a detailed list of Metrics ("SLS Parameters") and associat&l.S Thresholds (used for triggering SLS Consequences

when expected service levels are not met). SLS Thresholds are informally also known as SLO (Service Level Objective).

. AOx1 OE 31 EAA AO A ODPOI AOAOS OEAO EO withAlLA®hedrk is Ashtobed| OE A
subjectedto this SA Management process (refert - &1 001 ) ' -tpend\frtuabztoManagement: Impact

i1 %c% 3AOOEAA | OOOOAT AA AT A 3 )[24]in aAcbrdagok fodSMAochedt GEMAA O E A
GenericNetwork Slice Template Version 1.0, 23 Ma3019 [25] and 3GPP 5G terminologgocument3GPP TS 28.531,

V16.0.0 (2018p c Qd O- AT ACAT AT 6 AT A | QBEEAOGOOAOGEI TN 00i OEOET T ET C5
This section reflects this aspect at the left hand side (gen part) of the three kgures 14, 15, 16 Indeed, the negotiated

SLA that is agreed between Network Slice Producer and the Vertical (slice consumer) aims at matching the particular

6 AOOEAAT )1 AOOOOUBO 3,! OANOEOAI AT OO xEOE v ‘as depktddby OE 31
(a). The result of the negotiation process leads to the agreed result depicted (b). This is achieved by successively
instantiating (populating different fields with values or range of values) from GSMA GST (Generic Slice Template)
depicted by (c), GSMA NEST (Network Slice Type) depicted by (d), 3GPP NST (Network Slice Template) depicted by

(e) (in reference to 3GP TS 28.53)L[26] from which one can derive multiple Network Slice Instances. The Phase
depicted by (f) corresponds to injection and autonomic orchestration and selhonitoring of the SLA by the 5G

. AOx1T OEGO AOGOITTIEA OAOOEAA AT A GAADNGEGU ACOGOOAGEAMA QLA D A
defined in the description of the high level design principle of the ETSI TC INT 5G PoC ecosystem and associated
actors/roles relationships and interactions as depicted inFigure 12 of5G PoC White Paper N°R7]. Its translation

onto the required network slice resources by the E2E Service Orchestrator per Network Slice Instance corresponds

to the NST.

The Phase depicted by (g) corresponds to the reéime reporting of the status of consumed Network Slice Instances

by making available to the involved Verticals (Networks Slice Instances Consumers) customized R€mhe (RT)
Dashboards on consumed 5G Network Slices per Network Slice Instance, per Application, per Device according to the
DAOOEAOI AO 6 AOOEBAAT )T AOOOOUBO OARNOGA

4EEO AT 1 OET O1 OO0 AAEOOOI AT O AT A ODPAAOAO iLagerONMedtedTontrad EO C
Loops) Federated Framework The ETSI 5G PoC Whiteaper No3 [17] on 5G PoC Programmable Traffic Monitoring

for Network Slices Service Asswanceprovides a detailed description, implementation and demonstration of this use

case.

Besides this Dynamic SLA Management process described in this section involving Network Slice Provider and
Vertical Industries as Slices Consumers, the process alkol OT 1 OAO OEA # 0 3 érO(IntErkDordaidi A1 O
model Figures14 and Figure 15 where internal SLA named OLA (Operational Level Agreement) at touch points
between 5G Domains depicted by (h) is managed. Inghntra Operator model (Figure 16, thereis also SLAs at the

touch points depicted by (i).

It may happen that 34 Parties (e.g. SLA Broker) play certain roles between Slice Provider and Consumer by offering

SLA Management services or certain SLA responsibilities might be delegated to them by oanenore of the main

parties. The SLA Broker is connected through dotted lines depiaédy (j) as depicted in Figure 16 Those four lines

represent the respective potential SLA contracts (from negotiation to execution, and then to reporting).

In terms of design principle illustrated by the diagrams in the Figures 14, 15 and 18he use cases of federated AMC
Knowledge Planes (KPs) follow the same approach as the ones described in section 7.1, 7.2, 7.3, 7.4, with consideration
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I /£ # 3 0 tojoBicRroductdn Network and related Training & Testing Environment for GANAAMC DEs / Al
Models and the involvement of external stakeholders such as GAMMC DEs Marketplace stakeholders, Auditor /
Regulator, etc.
Two main Options and Scenarios are considered in theederated AMC use cases:
1 Option-A: Horizontal Federation of Knowledge Planes in InteNetwork Segments KP Domains
model (Single Organization Scenario)
1 Option-B: Vertical (Hierarchical) Federation of Knowledge Planes in InteNetwork Segments KP
Domains malel (Single Organization Scenario)
1 Option-B: Vertical (Hierarchical) Federation of Knowledge Planes in InteDperator model (Multi
Organization Scenario)

What is common to those options:

1 F-MBTS: A federation translation function (FMBTS) defined in ETSTS 103 1952 may be required
if data models and communication methods for federations employed by the two or more domains
are different

1 AMGCGMBTS:Itis a translation function (defined in ETSI TS 103 192) placed between the Network
Elements/Functions (NESNFs) of the Network Layer and the Knowledge Plané&P).

1 ONIX: is a Knowledge Base (consisting of a federation of Information Servers that collectively
D O1 O Publsh/SDbscribé A Query/ndd OAOOEAAO OI Al OEOCEAO OEA
discovery objectives)that can actas a ReallTime Inventory. In the Inter- Network Segment KP
Domains model (within Single Organization) a unique and shared ONIX may be the option. In the
Inter-Operator model (Multi Organization Scenario) having standalone ONIX instances is the
appropriate approach as each Operator needs to own its own Knowledge base, and Data in the ONIX
instances may be structured in a specifitormat that could be different for each oper#or specific
ONIX instance of the Operators engaged in the federation.

7.5.2. Option-A (Horizontal Federation of KPs) in Inter -Network Segment KP

Domains model (a single Organization Scenario)
It is the option by which the GANA Knowledge Plane (KP) Platforms ftre specific network segments (e.g. 5G RAN,
X-Haul Transport, 5G Core Network) federatdorizontally with each other without the need for an overlay umbrella
Hierarchical GANA Knowledge Plane (KP) Platform.
In such an option there is a need for an Interwding / Coordination Reference Point for E2E Federation of the
Knowledge Planeqe.g. 5G RANKP,Xhau Transport-KP,5G Core Networkz KP.
Figure 14 depicts this option A.
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Figure 14: Option -A (Horizontal Federation of Knowledge Planes Platforms) in Inter -Network Segments KP
Domains model (within a single Organization Scenario)

7.5.3. Option -B (Hierarchical /Vertical Federation of Knowledge Planes Platforms)
in Inter -Network Segment KP Domains model (a single Organization

Scerario)
It is the option by which the GANA Knowledge Plane (KP) Platforms for the specific network segments (e.g. 5G RAN,
X-Haul, 5G Core Network) federateertically through an overlay umbrella Hierarchical / Vertical GANA Knowledge
Plane (KP) Platform orOnter-KP Domains Knowledge Plar@hat receives information from the lower level KPs (e.g.
5G RAN- KP, Xhaul-KP, 5G Core NetworlKP) and coordinates the lower level KPs. Figure 18epicts this option B.
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single Organization Scenario)

-KP Domains model (within a
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7.5.4. Option -B (Hierarchical /Vertical Federation of Knowledge Planes Platforms)
in Inter -Operator model (Multi Organization Scenario)
yO EO OEA 1TPOEIT AU xEEAE OEA 1.1 +17x1I AACA ol AT A
Operator #A 5G Network, Operator #B 5G Network, Operator #C 5G Network) federate vertically through an overlay
umbrella Hierarchical / Vertical GANA Knowledge Plane (KP) Platform ddinter-/ DAOAOT O +1 1 stHatAACA
receives information from the lower level KPs (e.g. Operator #A 5G NetworkKP, Operator #B 5G Network KP,
Operator #C 5G Network KP) and coordinages the lower level KPsFigure 16 depicts this option B.
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INTER OPERATOR PRODUCTION NETWORKS (OPTION B)
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Figure 16: Option -B (Hierarchical /Vertical Federation of Knowledge Planes Platforms) in Inter

federation model (Multi Organization Scenario)
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