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   Executive Summary 
 
ETSI has recently published the Generic Autonomic Networking Architecture (GANA) Standard (ETSI TS 103 195-2), 
an Architectural Reference Model for Autonomic Networking, Cognitive Networking and Self-Management of 
Networks and Services in which Artificial Intelligence (AI) plays a role in autonomic management and control of 
networks and services [2]. The ETSI GANA Standardized Framework defines the paradigm called Autonomic 
Management and Control (AMC) of Networks and Services. The AMC paradigm (closed-loop service instantiations and 
adaptive operations) is now being introduced into network architectures and their associated management and 
control architectures, especially considering the increasing maturity of AI algorithms that are applicable for AMC.  
ETSI TC INT AFI WG is producing instantiations of the GANA model onto various network architectures and their 
associated management and control architectures (e.g. GANA instantiation onto BBF architecture scenarios (ETSI TR 
103 473 V1.1.2) and GANA instantiation onto the 3GPP Backhaul and Core Network architectures (ETSI TR 103 404)), 
thereby enabling innovators and developers to implement AMC algorithms and software for diverse target network 
environments. AMC paradigm is a requirement for IMT-2020 Networks, and ITU-T Y.3324 Recommendation on 
Requirements and Architectural Framework for Autonomic Management and Control of IMT-2020 Networks adopts 
the ETSI GANA Model and  recommends  a use case to realize AMC in IMT-2020 through ETSI GANA reference model. 
ETSI TS 103 195-2 defines an Intelligent Management and Control Functional Block called GANA Knowledge Plane 
(KP) that is an integral part of Management and Control Systems for the network and provides for the space to 
implement complex network analytics functions that must be performed by interworking Modules for decision-
making and closed-loop execution of network management and control operations called GANA Decision 
Elements(DEs).   
The KP DEs run as software in the Knowledge Plane Platform and drive self-* operations for AMC such as self-
adaptation, self-optimization, self-monitoring, self-protection and self-defense objectives for the network and services 
by programmatically (re)-configuring Managed Entities (MEs) such as protocols and other configurable network 
resources and parameters of the network infrastructure through various applicable means e.g. through the 
NorthBound Interfaces available at the OSS (Operations Support Systems), Service Orchestrator, Domain 
Orchestrator, SDN (Software-Defined Networking) controller, EMS/NMS (Element Management System/Network 
Management System), NFV (Network Functions Virtualization) Orchestrator and/or  MANO (Management and 
Orchestration) stack in general, etc.  ETSI TS 103 195-2 ÁÌÓÏ ÄÅÆÉÎÅÓ ȰRequirements for Protocols and APIs 
(Application Programming Interfaces)  for Enabling GANA based Autonomics, Cognitive Networking and Self-
Management of Networks and Services in Evolving and Future Networksȱ.  The GANA AMC paradigm has been 
adopted as basis for introducing the AMC paradigm in the NGMN 5G End-to-End Architecture [4], in TMForumȭÓ /$! 
(Open Digital Architecture) [6][18]  and the Broadband Forum (BBF) architecture scenarios (ETSI TR 103 473 V1.1.2). 
The Open Source community such as those referenced in [9][ 10][ 11][ 12][13][14][15][16][19]  are also embracing the 
AMC paradigm and are offering components that enable to implement GANA components for AMC such as Knowledge 
Planes (in reference to [19] for example).  
 
The ETSI 5G PoC (Proof-Of-Concept) ÏÎ Ȱ5G Network Slices Creation, Autonomic & Cognitive Management and E2E 
Orchestration; with Closed -Loop(Autonomic) Service Assurance of Network Slices; using the Smart Insurance 
IoT Use Caseȱ, has the key aim of operationalizing the GANA AMC paradigm in 5G while giving various solution 
suppliers and other players outlined in ETSI White Paper No.16 the opportunity to showcase AMC solutions that 
implement specific aspects of the GANA Model, and/ or the opportunity to obtain guidance on how solution suppliers 
can adapt their solutions to the ETSI GANA Standard.   
 
As the industry quest for standards based solutions for AMC (powered by AI) is growing rapidly, this ETSI 5G PoC 
continues to offer the opportunity to showcase the  ETSI GANA as Multi-Layer Artificial Intelligence (AI) Framework 
for Implementing AI Models for Autonomic Management & Control (AMC) of Networks and Services. Therefore, this 
paper covers this subject as well as the subject of Intent-Based Networking (IBN) using the concept of GANA 
Knowledge Planes, and provides guidance to the industry towards introducing the new concept of a Market Place for 
GANA Cognitive DEs as AI Models for AMC as one step of the whole GANA DE life cycle that involves DevOps  and  
AIOps (AI-driven Operations). 
 
NOTE:  Readers are encouraged to download and read the more detailed White Papers and Slides from Demos of the 
ETSI 5G PoC available at [3] :  https://intwiki.etsi.org/index.php?title=Accepted_PoC_proposals . 

http://ntechwiki.etsi.org/
https://intwiki.etsi.org/index.php?title=Accepted_PoC_proposals
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1. ñA tedAmicAmousò (ñ3Asò): Automa ted 

Management vs Autono mic  Management vs Autono mous 
Network Behaviour : Taxonomy Harmonization  

 
 

1.1. Background  on the Terminology and related Industry Standards 
 
There are terminological terms that are related to the broad concept of Network Automation  that have been 
confusing the industry in getting the correct interpretation  of the terms, as the network automation aspects associated 
with the terms are rather complementarily intertwined  and there has not been a model that clearly defines the 
relationships of the concepts associated with the terms.  This section provides a harmonization of the terminologies 
on Network Automation and presents the terminology harmonization model that captures the relationships among 
the concepts behind the terms, to help the industry to interpret the concepts precisely without ambiguities, and 
understand the complementarities of the terms starting with basic background and progress the industry  has made 
in Network Automation: 
 
¶ A System that operates using Control-Loop(s) is a called an Autonomic System , and so the system property 

of exhibiting a closed-loop (or control-loop(s)) is called Autonomicity (as of standards in ETSI (e.g. ETSI TS 
103 195-2) and other literature), and the science of control-loops is called autonomics 

¶ There are Standards that have now been established on Autonomic Networks and Principles by which to 
design and operate them (e.g. ETSI GANA Model (ETSI TS 103 195-2) and GANA autonomics instantiations 
onto various architectures such as BroadBand Forum (BBF) architectures (ETSI TR 103 473 V1.1.2); 3GPP 
Backhaul and Core Network (ETSI TR 103 404)) and ITU-T Y.3324.  Autonomics (Closed Control-Loops) is 
already being embedded in Network Elements/Functions (NEs/NFs) of Network Infrastructures and in 
Management and Control Architectures for Networks (e.g. SON (Self-Organizing Networks) for RAN, and in 
the case of AI powered Management and Control Systems in general). 

¶ An Autonomic Network is one that ÃÏÎÔÉÎÕÏÕÓÌÙ ÓÅÎÓÅÓ ÉÔÓ Ȱ%ÎÖÉÒÏÎÍÅÎÔȱȟ ÁÎÄ ÉÎ Á ÃÌÏÓÅÄ-loop manner 
(autonomic)ȟ ÐÒÏÁÃÔÉÖÅÌÙ ÁÎÄ ÒÅÁÃÔÉÖÅÌÙ ÁÄÁÐÔÓ ÔÏ ÃÈÁÎÇÅÓ ÉÎ ÔÈÅ Ȱ%ÎÖÉÒÏÎÍÅÎÔȱ ÓÏ ÁÓ ÔÏ ÓÔÒÉÖÅ ÔÏ ÁÃÈÉÅÖÅ 
ÔÁÒÇÅÔ ÇÏÁÌÓ ÏÒ ÔÏ ÍÁØÉÍÉÚÅ Á ÃÅÒÔÁÉÎ ÕÔÉÌÉÔÙȢ 4ÈÅ Ȱ%ÎÖÉÒÏÎÍÅÎÔȱ ÉÎÃÌÕÄÅÓ ÔÈÅ )ÎÔÅÒÆÁÃÅÓ ×ÉÔÈ ÏÔÈÅÒ ÎÅÔ×ÏÒËÓȟ 
various data sources, and the so-called Governance Interface through which a Human Operator provides 
inputs to the Autonomic Network such as Business Objectives, Goals, Policies and Intents. The concept of 
autonomicity ÃÁÎ ÂÅ ÁÐÐÌÉÅÄ ÔÏ ÅÎÔÉÔÉÅÓ ÏÆ ÖÁÒÙÉÎÇ ÓÃÁÌÅ ÁÎÄ ÁÓÓÏÃÉÁÔÅÄ ȰÅÎÖÉÒÏÎÍÅÎÔÓȱȡ ÈÅÎÃÅ autonomic 
component; autonomic node, autonomic system, etc. Self-* attributes of a system such as Auto-Discovery, Self-
Configuration, Self-Diagnosis, Self-Repair, Self-Optimization, Self-Protection, Self-Healing, Self-Aware, etc., are 
associated with autonomic systems (see definitions in ETSI TS 103 195-2).  

¶ An Autonomic Network either refers to the Network Infrastructure  made up of Network Elements/Functions 
(NEs/NFs) that exhibit autonomics in their behaviors, or is the inclusion together of Network Infrastructure  
with some level of autonomics in NEs/NFs and its associated Management and Control architecture that also 
exhibits autonomics (control -loops) at that higher level 

¶ Studies in Research and by ETSI TC INT/AFI WG regarding a property of system oÆ ÂÅÉÎÇ Ȱ!ÕÔÏÎÏÍÏÕÓȱ have 
built  ÁÎ ÕÎÄÅÒÓÔÁÎÄÉÎÇ ÔÈÁÔ ÔÈÅ ÉÎÄÕÓÔÒÙ ÉÓ ÏÆÔÅÎ ÃÏÎÆÕÓÅÄ ÂÙ ÔÈÅ ÔÅÒÍ Ȱ!ÕÔÏÎÏÍÏÕÓȱ ÁÓ Ȱ!ÕÔÏÎÏÍÏÕÓ 
3ÙÓÔÅÍÓȱ ÏÆÔÅÎ ÉÍÐÌÙ 3ÅÌÆ-Governance (i.e. totally removing the human from the loop such that the system 
takes decisions without human influence by governance during its lifetime). Fully autonomous systems (i.e. 
self-governing) systems may be designed and deployed in environments where human interaction is not 
expected in their operations (e.g.  robots deployed on Mars Planet, or robots meant to be deployed in 
environments not accessible by humans), but Business oriented Telecommunication Networks, while they 
ÎÅÅÄ ÔÏ ÂÅÃÏÍÅ ȰAutonomic ȱ ÉÎ ÔÈÅÉÒ /ÐÅÒÁÔÉÏÎÓ ÁÎÄ ÁÌÓÏ ÅØÈÉÂÉÔ Á ÃÅÒÔÁÉÎ ÌÅÖÅÌ ÏÆ ȰAutonomyȱ ÏÒ ÂÅÉÎÇ 
ȰAutonomousȱ ÆÒÏÍ ÔÈÅ ÐÅÒÓÐÅÃÔÉÖÅ ÏÆ ÃÅÒÔÁÉÎ ÏÐÅÒÁÔÉÏÎÓ that can be performed by the network without 
direct human involvement in the decision and actions, shall always need to be Governed by Human Operator 

http://ntechwiki.etsi.org/
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Inputs, and hence should never be considered as fully autonomous at any stage like in the case of fully 
Autonomous Vehicles. 

¶ ETSI TC INT /AFI WG (which evolved from the ETSI ISG AFI that was established in 2009) has established 
that Telecommunications Networks (including IP and IT Networks), as they become Autonomic Networks, 
will still always have to be governable by the Human Operator through Inputs such as Business Objectives, 
Goals, Policies and Intents, and hence they shall never be self-governing (except for some kind of ad-hoc 
networks like tactical networks deployed in battlefields). 

 
 

1.2. Establishing the Relationships between the Terms and Associated 
Concepts 

 
The Relationship between Autonom ic Management & Control (AMC) and  Automated Management  of 
Networks and Services :  
¶ Automated Management :  It is about workflow reduction and automation i.e. automation of the 

processes involved in the creation of network configuration input using specialized task automation tools 
(e.g. scripts, network planning tools, policy generators for conflict -free policies)  

 
¶ Autonomic Management : It emphasizes learning, reasoning, and adaptation  using control-loops that also 

take into consideration the feedback knowledge obtained from network and services monitoring. Automated 
Management  provides input to the Autonomic Management & Control (AMC) of Networks and Services 
$ÏÍÁÉÎ ɉȰÁÒÅÁȱɊ. ETSI White Paper No.16 and ETSI TS 103 195-2 define the AMC paradigm as the 
interworking of nested and hierarchical control-loops and associated logics introduced in the Management 
Plane, in the Control Plane, and also in the converged (non-disaggregated) Management Planes and Control 
Planes (as there are such cases). Remark : Autonomic Management  is broadly encompassing the AMC 
paradigm. Indeed, Autonomic Management must exhibit a network governance interface through which the 
input that governs the configuration of an Autonomic Network should be provided by the human operator. 
Thanks to automation tools and mechanisms (Automated Management), by using a high level language, the 
operator can define the features of the network services that should be provided by the underlying network 
infrastructure. Such a business language that can help the operator express high level business goals required 
of the network may be modelled by the use of an ontology to add semantics and enable machine reasoning 
on the goals. The human operator defined features relate to business goals, technical goals and some input 
configuration data that an autonomic network is supposed to use as operational targets (which may flexibly 
be changed or modified by the operator at any time) for network resources and parameters configurations. 

 
 
 

http://ntechwiki.etsi.org/
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Figure 1: The Relationship between Autonomic Management & Control (AMC) ÄÅÐÉÃÔÅÄ ÁÓ Ȱ!ÕÔÏÎÏÍÉÃ 
Managementȱ and ȰAutomated Managementȱ of Networks and Services 
 
 
Relationships of Network Properties of Ȱbeing Autonomicȱ and Ȱbeing Autonomousȱ: 
 
¶ The Concept of an Autonomic Network is now widely understood and backed by Standards in various SDOs/Fora, 

such as ETSI, ITU, 3GPP, IEEE, BroadBand Forum(BBF), TMForum, IETF, MEF, and other groups. 
 
¶ Definition of an  Autonomic Network  (AN): An Autonomic Network (AN) either refers to the Network 

Infrastructure made up of Network Elements/Functions (NEs/NFs) that exhibit autonomics (control-loops) in 
their behaviors, or is the inclusion together of Network Infrastructure with some level of autonomics (control-
loops) in NEs/NFs and its associated Management and Control architecture that also exhibits autonomics 
(Control-Loops) at that higher level 

 
¶ The diagram below (Figure 2) provides a model that captures the relationship between the two properties 

desired of an Autonomic Network (AN), namely that of being ȰÁÕÔÏÎÏÍÉÃȱ ÁÎÄ ÔÈÁÔ ÏÆ ÂÅÉÎÇ ȰÁÕÔÏÎÏÍÏÕÓȱ.  
The !.ȭÓ property of ÂÅÉÎÇ Ȱautonomicȱ ɉÁÌÓÏ ÃÁÌÌÅÄ Ȱautonomicityȱ ÉÎ %43) 3ÔÁÎÄÁÒÄÓ such as ETSI TS 103 
195-2), relates to Hierarchical  (nested) and Interworking Control -Loops introduced at various 
Abstraction Levels (from NE/NF level) up into the Management & Control Systems Level .  Whereas the 
!.ȭÓ ÐÒÏÐÅÒÔÙ ÏÆ ÂÅÉÎÇ ȰÁÕÔÏÎÏÍÏÕÓȱ ÒÅÆÅÒÓ ÔÏ the Degree and Measure of Operations Tasks that can be 
performed by the autonomic network (AN) without direct human involvement in the decision and 
actions . In the relationship of the two properties, one can realize that the science of Control-Loops (called 
ȰAutonomicsȱɊ ÉÓ key enabler for achieving the property of being autonomous, and that an AN is expected to 

http://ntechwiki.etsi.org/
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evolutionarily ȰÍÁØÉÍÉÚÅȱ ÔÈÅ ÐÒÏÐÅÒÔÙ ÏÆ ÂÅÉÎÇ ȰÁÕÔÏÎÏÍÏÕÓȱ in as far as the ȰDegree and Measure of 
Operations Tasks that can be performed by the autonomic network (AN) without direct human 
involvement in the decision and actionsȱȢ  That means that evolving the Autonomics (Control-Loops) of the 
AN by enrichment of automation in management, control and associated intelligence, Maximizes the ANȭs 
property of being Autonomous (but while still remaining governable and controllable by humansɂ
particularly for telecommunication and IT networks meant to serve business customers of network 
providers) . The ȰÅÖÏÌÕÔÉÏÎȱ ÔÁËÅÓ ÄÉÆÆÅÒÅÎÔ ÐÁÃÅÓ ÉÎ ÄÅÐÌÏÙÅÄ !.Ó of various organizations. Therefore, 
Evolutionary Autonomic Networks  are characterized by the ability to evolve in maximization of the 
ÐÒÏÐÅÒÔÙ ÏÆ ÂÅÉÎÇ Ȱ!ÕÔÏÎÏÍÏÕÓȱ ɉÄÅÇÒÅÅ ÏÆ !ÕÔÏÎÏÍÙ in operations tasks) by enriched automation using 
Control-Loops, to reach an extent by which the human operators see themselves focused mainly on providing 
Governance Inputs (Business Objectives, Goals, Policies and Intents) to the Network while experiencing a 
drastic reduction of involvement in any burdens involving tasks such as security management/control, fault-
management and Network Optimization processes for the network (thanks to autonomics features such as  
self-repair, self-healing,  self-protection and self-optimization by the network  on its own). 

 

 
 
Figure 2: Relationships of Network Properties of Ȱbeing Autonomicȱ and ȰÂÅÉÎÇ Autonomousȱ 
 
 
 

http://ntechwiki.etsi.org/


  

ETSI GANA Model as Multi -Layer AI Framework for Autonomic Networks: PoC by ETSI TC INT/ AFI WG   

 

 
   August 2019                                  ETSI TC INT/ AFI WG 5G PoC  http://ntechwiki.etsi.org/                                          

8 
 

On Autonomic Management & Control (AMC) vs Automated Management  vs Autonomous  network behaviour  
(the 3As): 
 
¶ The Figure 3 below provides a consolidated view of Autonomic Management & Control (AMC) vs 

Automated Management  vs Autonomous network behaviour  (the 3As): 
 

 
Figure 3: Autonomic Management & Control (AMC) vs Automated Management vs Autonomous Network 
Behaviour  (Ȱ3Asȱ) 
 
 

2. ETSI GANA Model as Multi -Layer Artificial Intelligence 
(AI)/Machine Learning (ML) Reference Model  for Autonomic 
Management & Control (AMC) of Networks and Services  

 

1.1. Overview  
 
The ETSI TS 103 195-2 [2], a standard of  a Generic Autonomic Networking Architecture (GANA)ɂan Architectural 
Reference Model for Autonomic Networking, Cognitive Networking and Self-Management of Networks and Services,   
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defines the concept of what is called an ȰAutonomic Manager  elementȱ ɉÃÁÌÌÅÄ Á ȰDecision -making -%ÌÅÍÅÎÔȱ ɉ$%Ɋ 
in the GANA terminology) as a functional entity that drives a control-loop meant to configure and adapt (i.e. regulate) 
the behaviour or state of a Managed Entity (i.e. a resource)ɂusually multiple Managed Entities(MEs). Figure 1a 
presents a snapshot of the GANA Framework and the abstraction levels at which DEs  for implementing control-loops 
and the interworking the DEs should be considered in order to implement multi -layer autonomics. 
 
%43) 4# ).4 !&) 7'ȭÓ ×ÏÒË ÏÎ %ς% ÁÕÔÏÎÏÍÉÃ ÎÅÔ×ÏÒËÉÎÇ ÉÎÖÏÌÖÅÓ ÉÎÔÒÏÄÕÃÉÎÇ ÓÅÌÆ-manageability (autonomics) 
properties (e.g. auto-discovery, self-configuration, self-diagnosis, self-repair, self-healing, self-protection, self-defence, 
self-awareness, etcȢɊ ×ÉÔÈÉÎ ÎÅÔ×ÏÒË ÎÏÄÅÓȾÆÕÎÃÔÉÏÎÓ ÔÈÅÍÓÅÌÖÅÓ ÁÎÄ ÁÌÓÏ ÅÎÁÂÌÉÎÇ ÄÉÓÔÒÉÂÕÔÅÄ Ȱin-networkȱ ÓÅÌÆ-
ÍÁÎÁÇÅÍÅÎÔ ×ÉÔÈÉÎ ÔÈÅ ÄÁÔÁ ÐÌÁÎÅ ÎÅÔ×ÏÒË ÁÒÃÈÉÔÅÃÔÕÒÅÓ ɉÁÎÄ ÔÈÅÉÒ ÅÍÂÅÄÍÅÎÔ ÏÆ ȰÔÈÉÎ ÃÏÎÔÒÏÌ ÐÌÁÎÅÓȱɊȢ 4ÈÉÓ ÌÏ× 
level intelligence (autonomics) achievable by so-ÃÁÌÌÅÄ Ȱ'!.! $%Óȱ ÔÈÁÔ ÓÈÏÕÌÄ ÂÅ ÉÎÓÔÁÎÔÉÁÔÅÄ ÔÏ ÄÒÉÖÅ ÆÁÓÔ ÃÏÎÔÒÏÌ-
loops within network nodes/elements and to drive horizontal, self-adaptive, and ÃÏÌÌÁÂÏÒÁÔÉÖÅ ȰÉÎ-ÎÅÔ×ÏÒËȱ 
behaviour involving the collaboration of certain autonomic nodes at certain points in a network topology is also called 
Ȱ-ÉÃÒÏ ÌÅÖÅÌȱ ÁÕÔÏÎÏÍÉÃÓ ɉȰÆÁÓÔ ÃÏÎÔÒÏÌ ÌÏÏÐÓȱɊȢ  4ÈÅ ÌÏ× ÌÅÖÅÌ ÁÕÔÏÎÏÍÉÃÓ ÓÈÁÌÌ ÂÅ ÃÏÍÐÌÅÍÅÎÔÅÄ ÁÎÄ ÐÏÌÉÃÙ-
ÃÏÎÔÒÏÌÌÅÄ ɉÇÏÖÅÒÎÅÄɊ ÂÙ ÈÉÇÈÅÒ ÌÅÖÅÌ ÁÕÔÏÎÏÍÉÃÓ ɉȰÓÌÏ× ÃÏÎÔÒÏÌ ÌÏÏÐÓȱɊ ɉÁÔ ȰMacro levelȱɊ.  Macro level autonomics is 
achievable and driven by higher level ȰGANA $%Óȱ ÒÅÓÐÏÎÓÉÂÌÅ ÆÏÒ ÎÅÔ×ÏÒË-wide and logically centralized autonomic 
ÍÁÎÁÇÅÍÅÎÔ ÁÎÄ ÃÏÎÔÒÏÌ ÏÆ ÎÅÔ×ÏÒËÓ ÁÎÄ ÓÅÒÖÉÃÅÓȢ !Ô Ȱ-ÁÃÒÏ ÌÅÖÅÌȱȟ ÔÈÅ ÁÕÔÏÎÏÍÉÃÓ ÐÁÒÁÄÉÇÍ ɉÃÏÎÔÒÏÌ ÌÏÏÐÓɊ ÉÓ 
introduced outside of network elements, in the outer, logically centralized, management and control planes 
architectures of a particular target network. This outer ȰÒÅÁÌÍȱ ÆÏÒ ÉÍÐÌÅÍÅÎÔÉÎÇ ÔÈÅ ÍÕÃÈ ÍÏÒÅ ÃÏÍÐÌÅØȟ ÃÏÇÎÉÔÉÖÅ 
and analytics algorithms (including Artificial Intelligence (AI) Algorithms) for autonomics that operate on network -
wide views is called the GANA Knowledge Plane (GANA KP). The three key Functional Blocks of the GANA KP are 
summarized below (more details are found in the ETSI GANA standard itself (ETSI TS 103 195-2)) : 
¶ GANA Network-Level DEs: Decision-making-Elements (DEs) whose scope of input is network wide in 
ÉÍÐÌÅÍÅÎÔÉÎÇ ȰÓÌÏ×ÅÒ ÃÏÎÔÒÏÌ-ÌÏÏÐÓȱ ÔÈÁÔ ÐÅÒÆÏÒÍ ÐÏÌÉÃÙ ÃÏÎÔÒÏÌ ÏÆ ÌÏ×ÅÒ ÌÅÖÅÌ '!.! $%Ó ɉÆÏÒ ÆÁÓÔ ÃÏÎÔÒÏÌ-
loops) instantiated in network nodes/elements.  The Network Level DE are meant to be designed to operate 
ÔÈÅ ÏÕÔÅÒ ÃÌÏÓÅÄ ÃÏÎÔÒÏÌ ÌÏÏÐÓ ÏÎ ÔÈÅ ÂÁÓÉÓ ÏÆ ÎÅÔ×ÏÒË ×ÉÄÅ ÖÉÅ×Ó ÏÒ ÓÔÁÔÅ ÁÓ ÉÎÐÕÔ ÔÏ ÔÈÅ $%Óȭ ÁÌÇÏÒÉÔÈÍÓ ÁÎÄ 
ÌÏÇÉÃÓ ÆÏÒ ÁÕÔÏÎÏÍÉÃ ÍÁÎÁÇÅÍÅÎÔ ÁÎÄ ÃÏÎÔÒÏÌ ɉÔÈÅ Ȱ-ÁÃÒÏ-,ÅÖÅÌȱ ÁÕÔÏÎÏÍÉÃÓɊȢ 4ÈÅ .ÅÔ×ÏÒË-Level-DEs 
(Knowledge Plane DEs) ÃÁÎ ÄÅÓÉÇÎÅÄ ÔÏ ÒÕÎ ÁÓ Á ȰÍÉÃÒÏ ÓÅÒÖÉÃÅȱȢ 

¶ ONIX (Overlay Network for Information eXchange)  is a distributed scalable overlay system of federated 
information servers). The ONIX is useful for enabling auto-discovery of information/resources of an 
ÁÕÔÏÎÏÍÉÃ ÎÅÔ×ÏÒË ÖÉÁ ȰÐÕÂÌÉÓÈȾÓÕÂÓÃÒÉÂÅȾÑÕÅÒÙ and ÆÉÎÄȱ ÍÅÃÈÁÎÉÓÍÓȢ $%Ó ÃÁÎ ÍÁËÅ ÕÓÅ ÏÆ /.)8 ÔÏ 
discover information/context and entities (e.g. other DEs) in the network to enhance their decision making 
capability. The ONIX itself does not have network management and control decision logic (as DEs are the ones 
that exhibit decision logic for Autonomic Management & Control (AMC)).  

¶ MBTS (Model-Based Translation Service)  which is an intermediation layer between the GANA KP DEs and 
the NEs ((Network Elements)ɂÐÈÙÓÉÃÁÌ ÏÒ ÖÉÒÔÕÁÌɊɊ ÆÏÒ ÔÒÁÎÓÌÁÔÉÎÇ ÔÅÃÈÎÏÌÏÇÙ ÓÐÅÃÉÆÉÃ ÁÎÄȾÏÒ ÖÅÎÄÏÒÓȭ 
specific raw data onto a common data model for use by network level DEs, based on an accepted and shared 
information/data model. KP DEs can be programmed to communicate commands to NEs and process NE 
responses in a language that is agnostic to vendor specific management protocols and technology specific 
management protocols that can be used to manage NEs and also policy-ÃÏÎÔÒÏÌ ÔÈÅÉÒ ÅÍÂÅÄÄÅÄ ȰÍÉÃÒÏ-ÌÅÖÅÌȱ 
autonomics. The MBTS translates DE commands and NE responses to the appropriate data model and 
communication methods understood on either side. The value the MBTS brings to network programmability 
is that it enables KP DEs designers to design DEs to talk a language that is agnostic to vendor specific 
management protocols, technology specific management protocols, and/or vendor specific data-models that 
can be used to manage and control NEs. 

 
4ÈÅ Ȱ'!.!ȱ ÒÅÆÅÒÅÎÃÅ ÍÏÄÅÌ ÃÏÍÂÉÎÅÓ ÐÅÒÓÐÅÃÔÉÖÅÓ ÏÎ NE/NF embedded GANA DEs ɉȰ-ÉÃÒÏ-,ÅÖÅÌȱ ÁÕÔÏÎÏÍÉÃÓ 
(defined by the so-called GANA levels-1 to Level-3 illustrated in Figure 1a)) and their  interworking with GANA KP DEs 
(GANA level-4)ɂi.e. the Ȱ-ÁÃÒÏ-,ÅÖÅÌȱ ÁÕÔÏÎÏÍÉÃÓ realized by the GANA Knowledge Plane).  The reference model 
also defines the responsible Functional Blocks and Reference Points that enable developers to implement autonomics 
software, with all perspectives combined together so as to capture the holistic picture of autonomic networking, 
cognitive networking and self-management design and operational principles. This ETSI GANA Framework is 
illustrated in Figure 1a. NOTE: The Four GANA Levels of abstraction of self-management functionality at which control-
loops can be introduced are defined to great detail in ETSI White Paper No.16 [1]and  ETSI TS 103 195-2 [2] , with 
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arguments as to why the three GANA Levels 2 to 4 should be the most important levels to consider when introducing 
autonomics in network architectures. 

 
 
Figure 4a: Snapshot of the GANA Reference Model and Autonomics Cognitive Algorithms for Artificial 
Intelligence (AI)  
 
As such (in reference to Figure 4a) the ETSI GANA Standardized Framework for AMC (ETSI TS 103 195-2) defines an 
Intelligent Management and Control Functional Block called GANA Knowledge Plane (KP) Platform that is an integral 
part of Management and Control Systems for the networkɂas that part that provides for the space to implement 
complex network analytics functions performed by interworking Modularized and specialized DEs.  The KP DEs run 
as software in the Knowledge Plane and drive self-* operations for AMC such as self-adaptation, self-optimization, self-
monitoring, self-protection, self-defense objectives for the network and services by programmatically (re)-configuring 
Managed Entities (MEs) such as protocols and other configurable network resources and parameters of the network 
infrastructure through various means possible: e.g. through the NorthBound Interfaces available at the OSS 
(Operations Support Systems), Service Orchestrator, Domain Orchestrator, SDN (Software-Defined Networking) 
controller, EMS/NMS (Element Management System/Network Management System), NFV (Network Functions 
Virtualization) Orchestrator and/or MANO (Management and Orchestration) stack in general, etc. 
 
The GANA KP consists of multiple modularized DEs. In contrast to non-modularized management systems, each DE is 
ÅØÐÅÃÔÅÄ ÔÏ ÂÅ Á ÍÏÄÕÌÅ ɉÁÓ ÁÔÏÍÉÃ ÂÌÏÃËɊ ÁÎÄ ÔÈÁÔ ÉÔ ÓÈÏÕÌÄ ÁÄÄÒÅÓÓ Á ÖÅÒÙ ÓÐÅÃÉÆÉÃ ȰÍÁÎÁÇÅÍÅÎÔ & control domain 
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(scope of management/control  aÓÐÅÃÔÓȾÐÒÏÂÌÅÍÓɊȱ ÓÕÃÈ ÔÈÁÔ ÉÔ ÃÁÎ ÒÕÎ ÁÓ Á ȰÍÉÃÒÏ ÓÅÒÖÉÃÅȱȢ %ØÁÍÐÌÅÓ ÏÆ ÁÕÔÏÎÏÍÉÃ 
manager elements (i.e. DEs) are: QoS-management-DE, Security-management-DE, Mobility-management-DE, Fault-
management-DE, Resilience & Survivability-DE, Service & Application management-DE, Forwarding-management-DE, 
Routing-management-DE, Monitoring-management-DE, Generalized Control Plane management-DE.  
 
$% ÃÏÍÐÏÎÅÎÔÓ ÏÆ ÔÈÅ '!.! +0 ÁÒÅ ȰÍÁÃÒÏȱ ÁÕÔÏÎÏÍÉÃ ÍÁÎÁÇÅÒÓ ɉÁÔÏÍÉÃ ÁÎÄ ÍÏÄÕÌÁÒɊ ÔÈÁÔ are logically centralized 
and operate on network -wide views in driving slow control loops that adaptively program and policy-control the 
behavior of Network Elements/Functions (NEs/NFs) while operating ÉÎ ȰÓÌÏ×ÅÒ ÔÉÍÅÓÃÁÌÅȱ ÔÈÁÎ ÓÉÍÉÌÁÒ ÃÏÎÔÒÏÌ-loops 
introduced to run in NEs/NFs aÎÄ ÏÐÅÒÁÔÉÎÇ ÁÓ ȰÆÁÓÔ ÃÏÎÔÒÏÌ-ÌÏÏÐÓȱȢ -ÁÃÒÏ ÁÕÔÏÎÏÍÉÃ ÍÁÎÁÇÅÒÓ ɉ'!.! +0 $%ÓɊ 
ÓÈÏÕÌÄ ÂÅ ÃÏÍÐÌÅÍÅÎÔÅÄ ÂÙ ȰÍÉÃÒÏȱ !ÕÔÏÎÏÍÉÃ -ÁÎÁÇÅÒ ÃÏÍÐÏÎÅÎÔÓ ɉ$%Ó ÉÎÊÅÃÔÅÄ ÉÎÔÏ .%ÓɊ ÔÈÁÔ ÃÁÎ ÂÅ ÉÎÔÒÏÄÕÃÅÄ 
in the Network Elements (physical or virtualized) for driving local intelligence within individual network elements to 
ÒÅÁÌÉÚÅ ȰÆÁÓÔ ÃÏÎÔÒÏÌ-ÌÏÏÐÓȱ ÉÎ ÎÅÔ×ÏÒË ÅÌÅÍÅÎÔÓȢ -ÁÃÒÏ ÁÕÔÏÎÏÍÉÃ ÍÁÎÁÇÅÒÓ ɉ'!.! +0 $%ÓɊ ÐÏÌÉÃÙ-control the 
ȰÍÉÃÒÏȱ ÁÕÔÏÎÏÍÉÃ ÍÁÎÁÇÅÒÓ ɉ'!.! $%Ó ÉÎ .%Óɂi.e. the so-called GANA Level-2 and Level-3 in the ETSI TS 103 195-
2). 
 
The Figure 4b, depicts the Instantiation of the GANA Multi -Layer AMC Reference Model onto any Network 
Architecture (an existing or newly standardized one) named ȰProduction Networkȱ. Such Network Architectures 
includes the likes of ITU-T/ IMT 2020 Networks, 3GPP (v)EPC, 3GPP 5GCN, 3GPP 5G RAN, BroadBand Forum (BBF) 
Architecture, NGMN 5G E2E Architecture Framework [4], TMForum ODA Production Architecture Framework [xxx], Cloud 
architecture, Edge architecture, Data Center architecture, X-Haul  Transport architecture, etc.) 
 
Clarifications  of the Blue part of Figure 4b 
¶ Ȱ-ÉÃÒÏ-Levelȱ ÁÕÔÏÎÏÍÉÃÓ ɉÄÅÆÉÎÅÄ ÂÙ ÔÈÅ ETSI GANA levels-1 to Level-3 illustrated in Figure 4a)) 

Clarifications of the Grey part of Figure 4b 
¶ Ȱ-ÁÃÒÏ-,ÅÖÅÌȱ ÁÕÔÏÎÏÍÉÃÓ (defined by the ETSI GANA levels-4, illustrated in Figure 4a)). It is realized by the 

Knowledge Plane that is an integral part of Management and Control Systems of the underlying network. 
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Figure 4b: Instantiation of GANA Multi -Layer AMC Reference Model onto any Architecture (existing or a newly 

standardized  one) named ȰProduction Network ȱ 
 
 

1.2. Further Characterization of Cognitive DEs as Deployabl e AI Models for 
 Realization of AMC 
 
As described in more details in ETSI 5G PoC White Papers No.1, No.2 and No.3 (all downloadable from 
https://ntechwiki.etsi.org/index.php ?title=Accepted_PoC_proposals), GANA Decision-making-Elements (DEs) 
designed as Cognitive DEs (DEs with ability to learn and reason) can be viewed and treated ÁÓ Ȱ!) -ÏÄÅÌÓȱ ÔÈÁÔ ÃÁÎ ÂÅ 
loaded into Network Functions or into the Knowledge Planes (KPs) Platforms for AMC realization at the specific level 
in GANA.  A cognitive DE can be designed in such a way that it is a Ȱdeployableȱ AI Model, meaning that it can be loaded 
to run in a system such that it is associated with a run-time instance, and can be activated/deactivated or removed 
from the system or execution environment. 
 
An Autonomic Management & Control (AMC) component (such as a GANA DE) is a Software Component that is used 
to implement a Closed-Loop (Control-Loop) over its Managed Entity(ME) (or Entities) to dynamically configure the 
ME(s) to meet certain objectives, and use AI Algorithms (e.g. ML, DL) to exhibit cognitive behaviour in its operation. 
ETSI TS 103 195-2 defines ȰDE to Managed Entities (ME(s)) association relationshipsȱ for various types of DEs. 
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GANA instantiations onto various network architectures and their associated management and control architectures 
(e.g. GANA onto BBF Architecture Scenarios (ETSI TR 103 473 V1.1.2), GANA onto 3GPP Backhaul & Core Network 
(ETSI TR 103 404), etc.) provide concrete Ȱmappings of DEs to MEsȱ, thereby enabling DE innovators to then use 
such mappings in innovating DE algorithms (including their AI algorithms) and the overall logics. ETSI 5G PoC White 
Papers No.1, No.2 and No.3 (all downloadable from 
https://ntechwiki.etsi.org/index.php?title=Accepted_PoC_proposals) also provide illustrations of GANA 
implementations. 
 
Considering a Cognitive GANA DE as AI Component (AI Model), an AI Model Supplier that is a Supplier of GANA DEs 
(embedded in NEs/NFs or loadable into NEs/NFs or loadable into the KP overarching Platform) as AI Models for AMC 
is characterized as follows: 
¶ The Supplier  may be an Independent Software Vendor (ISV), Network Infrastructure NE/NF 

Vendor/Supplier, or may be any player that relies on Autonomic Management & Control Domain Expert(s) 
to produce Cognitive DEs. Each DE of the GANA Knowledge Plane (KP) is expected to be cognitive in its 
intelligence for AMC, whereby the property of being cognitive is the ability to learn and reason. A Supplier of 
Cognitive DE modules (components) is one that may have the capability to develop and supply DEs of the 
GANA Knowledge Plane (KP) as a whole (though each DE of the KP may be designed and implemented and 
supplied by different implementers/suppliers) . Alternatively, or in addition,  the supplier of Cognitive DEs is 
one with  the capability to develop and supply Cognitive GANA Levels 2 and 3 that can be injected (loaded) 
into a Network Element/Function (NE/NF) to enable NE/NF self-management intelligence and enable to 
realize distributed control-loops involving multiple NEs/NFs of a certain scope that make the NEs/NFs self-
organize and self-manage in complementing centralized control-loops driven by the DEs of the GANA 
Knowledge Plane Platform that covers the NEs/NFs . 

¶ Packaging of DEs (AI Models): In general, a non-cognitive DE or a DE that exhibits AI algorithm(s) for 
Autonomics ( i.e. a Cognitive DE), can be supplied under the two following modes: 1)  ȰDE for White 
Boxȱ  mode: Meaning that the DE is meant to be injected into an Network Element/Function (NE/NF, i.e. Physical 
Network Function (PNF) or Virtual Network Function (VNF)) that is built on a white box ; 2)   ȰDE embedded in 
Black Box NE/NFȱ mode:  Meaning that the DE comes already embedded into NE/NF by NE/NF Manufacturer;  

 
Implementation flavors of Cognition capability of DEs :  
¶ Regarding designing Cognitive DE(s), a Cognition Module ȰCMȱ as a Data Analytics Module can be 

commonly shared by multiple cognitive DEs without having to make a cognitive DE intrinsically  embed own 
cognition module (CM) individually. A Cognition Module implements cognitive algorithms that operate on 
raw data to synthesize knowledge that can be represented in certain formats and used or communicated to 
multiple $%Ó ɉÉÆ ÉÔ ÉÓ Á ÃÏÍÍÏÎÌÙ ÓÈÁÒÅÄ #- ÁÎÄ ÎÏÔ Á #- ÅÍÂÅÄÄÅÄ ÉÎ ÁÎ ÉÎÄÉÖÉÄÕÁÌ $%Ɋ ÔÏ ÁÉÄ ÔÈÅ $%ɉÓɊȭ 
autonomic operations and decision-making logicsȭ ÉÎÔÅÌÌÉÇÅÎÃÅ. Therefore, there are two options that can be 
taken when designing a cognitive DE, embedding a Cognition Module in a DE individually or having a shared 
Cognition Module for all DEs within the scope of a NE/NF or within the scope of a GANA Knowledge Plane 
Platform instance. 

 
How a Centralized Data Collector  (Data Lake) interacts with DEs (AI Models)?  
¶ Regarding a Centralized Data Collector (Data Lake) : A Data Collector may be external to the GANA 

Knowledge Plane but integrated with the GANA Knowledge Plane Platform in such a way that it feeds the KP 
with knowledge by streaming knowledge synthesized/derived from the raw data gathered and stored on the 
collector to the GANA Knowledge Plane. Therefore, a Data Collector (Data Lake) should implement RAT 
(Representation, Acquisition, Translation) Function defined in ETSI TS 103 195-2 and Cognitive Algorithms 
that synthesize (derive)  knowledge from the raw data and stream the knowledge to Knowledge Plane DEs 
and ONIX as consumers as described in ETSI TS 103 195-2, as the RAT (Representation, Acquisition and 
Translation) Function of a Data Lake or Data Collector is also a concept described in ETSI TS 103 195-2. 
Therefore, Cognitive Algorithms (or Cognition Module) for Data Analytics may be implemented directly on 
the Data Lake (Data Collector) by implementing the RAT (Representation, Acquisition and Translation) 
Function. 
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3. Implementation Approaches for  GANA DEs and their associated 
Control -Loops  

 
 
ETSI White Paper No.16 (https://www.etsi.org/images/files/etsiwhitepapers/etsi_wp16_gana_ed1_20161011.pdf ) 
[1] and ETSI TS 103 195-2 provide more detailed insights on how to use the GANA framework in implementing AMC 
through the Slow-Control-Loops by Knowledge Plane levels DEs and Fast Control-Loops by GANA levels 2 & 3 DEs 
injected into NEs/NFs, and how to interwork the two levels of autonomics. The implementation approaches and 
aspects that need to be considered when implementing Slow Control-Loops by Knowledge Plane Decision Elements 
(DEs) and Fast Control-Loops by DEs implemented in Network Elements/Functions are as follows: 
 
 a) Ȱ4ÏÐ-Down Approachȱ ÔÏ ÉÍÐÌÅÍÅÎÔÉÎÇ '!.! ÁÕÔÏÎÏÍÉÃÓ ÉÎ ÎÅÔ×ÏÒËÓ  can be pursued as described in ETSI 
White Paper No.16, in what has been referred to as a "top down approach" to implementing by taking a phased 
approach that starts with higher level autonomics by GANA Knowledge Planes and the streaming of Telemetry Data 
to Common Data Lakes (centralized Data Collectors) and/or  to the Knowledge Plane, and making the telemetry 
consumed by DEs in the Knowledge Plane (KP) for the autonomic operations by the KP. (Ï×ÅÖÅÒȟ ÓÕÃÈ ȰÔÏÐ-ÄÏ×Îȱ 
and phased approach to implementing GANA autonomics levels could be suitable to some scenarios like the case of 
legacy network environments (consisting of physical network elements) in which there may be constraints regarding 
the possibility to introduce local DEs (level 2&3 DEs) in the NEs/NFs. ! ȰTop-Down approachȱ to implementing and 
customizing the GANA Model implementation in a phased approach enables to start with implementing autonomics 
via the centralized approach first (by the GANA Knowledge Plane autonomics) and benefit from that, while still leaving 
room (flexibility) for innovators to provide low level DEs for certain management and control aspects that require 
ȰÆÁÓÔ ÃÏÎÔÒÏÌ-ÌÏÏÐÓȱ ×ÉÔÈÉÎ .%ÓȾ.&Óȟ while at the same time making the NE/NF level DEs be policy-controlled by the 
Knowledge Plane DEs 
 
b) Hybrid approach  to implementing GANA autonomics in networks  
While in current networks phased approaches may be taken in implementing GANA autonomics, in future networks 
possibly a holistic non-phased approach might be taken, by which the low-level autonomics in NEs/NFs are 
considered at the same time as higher-level autonomics by the outer centralized Knowledge Plane and both getting 
interworked (similarly to the case of Hybrid SON (Self-Organizing Networks) implementation we see for the RAN 
(Radio Access Networks) today). ETSI 5G PoC White Paper No.1 [5] provides insights on how Centralized SON (C-
SON) can complementarily interwork with Distributed SON (D-SON) in form of a Hybrid-SON model that is compatible 
with the GANA model. As mentioned earlier, a ȰÔÏÐ-ÄÏ×Îȱ ÁÎÄ ÐÈÁÓÅÄ ÁÐÐÒÏÁÃÈ ÔÏ ÉÍÐÌÅÍÅÎÔÉÎÇ '!.! ÁÕÔÏÎÏÍÉÃÓ 
levels could be suitable to some scenarios like the case of legacy network environments, while for white box 
networking (white boxes) and also for some NE platforms, there may be flexibility made available for the possibility 
that an innovator (the NE vendor itself or a third party) can inject GANA level 2&3 DEs into a White Box or NE(s) to 
executÅ ÁÓ ȰÌÏÃÁÌ ÐÒÏÇÒÁÍÓȱ ÕÓÉÎÇ Á ÌÏÃÁÌ !0) ɉ!ÐÐÌÉÃÁÔÉÏÎ 0ÒÏÇÒÁÍÍÉÎÇ )ÎÔÅÒÆÁÃÅɊ ÐÒÏÖÉÄÅÄ ÂÙ ÔÈÅ 7ÈÉÔÅ "ÏØ ÏÒ .% 
vendor for enabling dynamic configuration of local MEs by such local programs introduced into the NE/NF. Such an 
internal API enables DE innovators to realize "fast control-loops" over local Managed Entities (MEs) and also realize 
"distributed control -loops" (DE algorithms) that scope a set of NEs along a path in network topology (if needed, 
because some aspects may be realized through a centralized DE algorithm running in the GANA Knowledge Plane 
instead).  
 
c) Control -Loops Interworking consideration when implementing both Slow and Fast Control -Loops 
Remark:  7ÈÁÔ ÈÁÓ ÔÏ ÂÅ ÃÏÎÓÉÄÅÒÅÄ ÉÎ ÉÎÔÅÒ×ÏÒËÉÎÇ ÔÈÅ Ȱ3ÌÏ× #ÏÎÔÒÏÌ-,ÏÏÐÓȱ ÂÙ ÔÈÅ '!.! +ÎÏ×ÌÅÄÇÅ 0ÌÁÎÅ $%Ó 
ÁÎÄ ÁÎÙ ȰÆÁÓÔ ÃÏÎÔÒÏÌ ÌÏÏÐÓȱ ÂÙ '!.! ÌÅÖÅÌÓ ςǪσ ÔÈÁÔ ÍÁÙ ÂÅ ÉÎÔÒÏÄÕÃÅÄ ÁÔ ÁÎÙ ÔÉÍÅ ÉÎ ÓÏÍÅ .%Ó ÉÓ ÔÈÅ requirement 
that  the GANA Knowledge Plane DEs shall policy control any low level DEs injected/implemented into an 
NE(s)ȟ ÁÎÄ ÓÕÃÈ ÐÏÌÉÃÙ ÃÏÎÔÒÏÌ ÉÎÃÌÕÄÅÓ ȰÁÃÔÉÖÁÔÉÎÇȱ ÏÒ ȰÄÅÁÃÔÉÖÁÔÉÎÇȱ ÔÈÅ ÏÐÅÒÁÔÉÏÎÓ ÏÆ ÔÈÏÓÅ .%-internal DEs or their 
algorithms, and this could also mean that the KP should also configure the NE-ÌÏÃÁÌ $%Ó ÔÏ ÏÐÅÒÁÔÅ ÉÎ ÅÉÔÈÅÒ ȰÏÐÅÎ-
ÌÏÏÐȱ ɉÂÙ ×ÈÉÃÈ ÔÈÅ ÌÏ×ÅÒ ÌÅÖÅÌ $% ÃÏÍÐÕÔÅ ÒÅÃÏÍÍÅÎÄÁÔÉÏÎÓ ÔÈÁÔ ÃÁÎ ÂÅ ÃÏÍÍÕÎÉÃÁÔÅÄ ÉÎÔÏ ÔÈÅ +0 ×ÉÔÈÏÕÔ ÔÈÅ 
lower level DE executing actions that can be derived from the actionable insightsɊȟ ÏÒ ÔÏ ÏÐÅÒÁÔÅ ÉÎ ȰÃÌÏÓÅÄ-ÌÏÏÐȱ ÍÏÄÅ 
instead. Apart from the well understood ÂÅÎÅÆÉÔÓ ÏÆ ÒÅÁÌÉÚÉÎÇ ȰÆÁÓÔ ÃÏÎÔÒÏÌ-ÌÏÏÐÓȱȟ ÌÏ× ÌÅÖÅÌ $%Ó ɉ'!.! ÌÅÖÅÌÓ ςǪσ 

http://ntechwiki.etsi.org/
https://www.etsi.org/images/files/etsiwhitepapers/etsi_wp16_gana_ed1_20161011.pdf


  

ETSI GANA Model as Multi -Layer AI Framework for Autonomic Networks: PoC by ETSI TC INT/ AFI WG   

 

 
   August 2019                                  ETSI TC INT/ AFI WG 5G PoC  http://ntechwiki.etsi.org/                                          

15 
 

DEs) could bring benefits of reducing the need for sending bulk telemetry/monitoring data from NEs/NFs to Data 
Collectors (Data Lakes) or to the Knowledge Plane Platform by sending out reports to the KP while still allowing 
certain amount of telemetry data to be sent out by the NE/NF to Data Collectors and/or to KP Platform(s). 
 
d) Autonomics algorithms  development as the Ȱspaceȱ for DE innovation and  DE supplier differentiation  
DE innovators need to be given the flexibility to innovate autonomics algorithms, because "Centralized Algorithms" 
for Autonomics (implemented by the KP Level DEs) and "Distributed Algorithms" (implemented by way of GANA 
Levels 2&3) have their different benefits (e.g. with respect to convergence time and robustness comparisons, etc.). 
But both types of algorithms can be interworked using the GANA as Hybrid Model that enable to combine the two 
complementarily like has been achieved in the case of Hybrid SON (more details can be found in ETSI 5G White Paper 
No.1[5] and ETSI White Paper No.16[1] ). Therefore, the GANA Framework allows for various options to be taken in 
implementing DEs in phased approaches or dependent on certain constraints of certain NE/NF vendor capabilities. A 
DE algorithm innovator may choose to implement the algorithm as a "Distributed Algorithm" to operate within 
NEs/NFs and also possibly as a distributed algorithm scoping certain NEs/NFs (e.g. NEs/NFs operating at certain 
boarder points between domains of a network topology using the Horizontal Reference Point (HRP) between the two 
DEs residing in the different NEs/NFs. 
 

 

4. Cognitive -GANA-DE (AI Model) Vendor(s), Autonomic 
Management & Control Domain Expert(s), and Dat a 
Scientists, as Stakeholders bound by a DEs Production 
Ecosystem 

 
The industry could now move to creating a Ȱ-ÁÒËÅÔ 0ÌÁce for Knowledge Plane Platform DEs and GANA level 2&3 DEs 
(thanks to White Box Networking and NE platforms that offer internal APIs for use by DEs implementers to introduce 
intelligence in NEs/NFs) to allow for acquiring and on-boarding best DEs with best algorithms for decision-making at 
any time during the lifecycle of the network or network element/function .  
 
The following are other aspects that need to be considered by innovators and implementers of cognitive DEs: 
¶ An AI Operations Model may specifically relate to a DE that exhibits AI algorithm(s) for Autonomics (AMC)  
¶ A Deployment Repository may be deployed by a Network Operator as a Repository of Cognitive DEs (may 

include non-cognitive DEs as well) 
¶ Policy Engine provides high level input policies to a Cognitive DE and the DE can generate low level policies 

from the input high level policies supplied as governance inputs by the human operator 
¶ Performance Manager may be used by the Network Operator to perform performance management of each 

AI Component (e.g. Cognitive DE)  
¶ An AI Model is at the core of a DE that exhibits AI algorithm(s) for Autonomics (i.e. Cognitive DE), while there 

is also the Option that DEs may have a commonly shared Cognition Module for Data Analytics that implements 
$ÁÔÁ !ÎÁÌÙÔÉÃÓ ɉÁÔ $%ȭÓ ÒÕÎ-timeȭÓ Learning phase or Operation phase (at time of operating on real data)) 
while DEs use the Analytics outputs from the shared Cognition Module in their Decision-making processes 
and actions planning and executions 

¶ Regarding Training Data Repository in relation to Developing and Training KP DEs,  for the KP as AI System, 
the Data Training Repository must be populated by the datasets obtainable from the wide scope/diversity of 
data sources that constitute ÔÈÅ ȰÅÎÖÉÒÏÎÍÅÎÔȱ ɉÅȢÇȢ ÃÏÒÅ ÎÅÔ×ÏÒË ÓÃÏÐÅ, just as example) in which the KP is 
expected to operate in, including the diverse events that may be desired to be visible for consumption by KP 
DEs algorithms and decision-making processes during its operation, as KP data sources should  also include 
the variety(diversity) of management and control systems through which the KP DEs can be designed to 
consume events and/or execute autonomic operations that (re)-program the resources, parameters and 
services of the underlying network infrastructure(s) via the northbound interfaces exposed by such systems 
as described in [21]. 
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¶ Training Data Repository for DEs meant to operate in NEs/NFs: for a single AI Component (e.g. Cognitive DE), 
the Training Data Repository must be populated by datasets from the scope/diversity of data sources that 
ÃÏÎÓÔÉÔÕÔÅ ÔÈÅ ȰÅÎÖÉÒÏÎÍÅÎÔȱ ɉÅȢÇȢ .%/NF internal environment and external neighborhood as represented 
by the interfaces of the NE/NF) in which the AI Component (e.g. Cognitive DE) is expected to operate in, 
ÉÎÃÌÕÄÉÎÇ ÔÈÅ ÄÉÖÅÒÓÅ ÅÖÅÎÔÓ ÔÈÁÔ ÍÁÙ ÂÅ ÄÅÓÉÒÅÄ ÔÏ ÂÅ ÖÉÓÉÂÌÅ ÆÏÒ ÃÏÎÓÕÍÐÔÉÏÎ ÂÙ ÔÈÅ $%ȭÓ ÁÌÇÏÒÉÔÈÍÓ ÁÎÄ 
decision-making processes during its operatioÎ ȟ ÁÓ ×ÅÌÌ ÄÁÔÁÓÅÔÓ ÆÒÏÍ ÔÈÅ ÖÁÒÉÅÔÙɉÄÉÖÅÒÓÉÔÙɊ ÏÆ ÔÈÅ $%ȭÓ 
Managed Entities (MEs) and other data sources from which the DE can be designed to consume inputs and/or 
execute autonomic operations that (re)-program its ME(s) 

¶ As DE algorithms shall differentiate DE suppliers/vendors, the Data Training Repository contents will depend 
on the DEs that are meant to use it 

¶ Cognitive Algorithms (Data Analytics Algorithms) can also be instrumented to run on Data Training 
Repository to synthesize Knowledge from the raw data and stream the Knowledge to consumer entities in 
different knowledge representation formats 

¶ The following could be interpreted as one and the same thing: Data Training Repository and Data Collector; 
and Cognitive Algorithms can be instrumented to run on the Collector (Data Lake) to Generate Knowledge 
(Analytics results) that is streamed into the Knowledge Plane (KP) for KP DEs to consume and apply. 

 
The industry now needs to implement the NÅ× #ÏÎÃÅÐÔ ÏÆ Ȱ-ÁÒËÅÔ 0ÌÁÃÅ ÆÏÒ !) -ÏÄÅÌÓ ÆÏÒ !-#ȱ.  
 
 

4.1. Roles to be played by various stakeholders of GANA DE Ecosystems 
 
This section lists and describes the roles to be played by various stakeholders as follows: 
¶ Data-Scientists;  
¶ Researchers/Suppliers of AI Algorithms;  
¶ Network Infrastructure Suppliers; 
¶ 5G Network Operators;  
¶ Providers of Training Data Repositories for Training AI Models;  
¶ Suppliers of GANA Decision-making-%ÌÅÍÅÎÔÓ ɉ$%ÓɊ ÁÓ Ȱ!) -ÏÄÅÌÓȱ that can be loaded into NEs/NFs or into 

Knowledge Planes (KPs) Platforms depending on the GANA level of the DE 
¶ As such there is now the need to ÉÎÔÒÏÄÕÃÅ ÔÈÅ #ÏÎÃÅÐÔ ÏÆ Á Ȱ-ÁÒËÅÔ 0ÌÁÃÅȱ ÆÏÒ #ÏÇÎÉÔÉÖÅ '!.! $%Ó ÁÓ $ÅÐÌÏÙÁÂÌÅ 

AI Models for AMC. 
 
 
Figure 5  presents the value creation at touch points (interfaces) between stakeholders of the AI Ecosystem. Each 
interface or touch point between two stakeholders can be translated into a contract reflecting a Business Model and 
value created and shared between Peer stakeholders. NOTE: In referring to Figure 5 , TMForum is addressing this 
topic in TMForum IG 1180 document. 
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Figure 5: Interactions and relationships between GANA AMC (AI / ML) stakeholders  that should be involved in 
the design and production of Cognitive AMC_DE(s) 
 
Examples of Types of Stakeholders that can play the specific roles  in the context of Stakeholders that should 
be involved in the design and production of Cognitive AMC_DE(s) : 
 
¶ Cognitive-DE Vendor (AI Model Supplier)  role can be fulfilled by a Network Infrastructure Vendor/Supplier 

of Network Elements/Functions (NEs/NFs) or a Vendor/Supplier of Network Management and Control 
Platforms (e.g. an Independent Software Vendor (ISV) or a Network Infrastructure Vendor/Supplier of 
Network Elements/Functions (NEs/NFs)). ETSI White Paper No.16 provides insights on the various potential 
suppliers of DEs as Software Modules/Components that can be loaded into NEs/NFs or into GANA Knowledge 
Plane PlatformȢ (Ï×ÅÖÅÒȟ /ÐÅÎ 3ÏÕÒÃÅ ÐÒÏÊÅÃÔÓ ÍÁÙ ÁÌÓÏ ÂÅ ÃÏÎÓÉÄÅÒÅÄ ÁÓ Ȱsupplierȱ ÏÆ AI Models such as 
Cognitive DEs 

¶ Data Scientist Role can be played by any competent experts that are able to provide Data Scientist Services 
¶ Training Data Repository Owner role can be played by any Organization that may be trusted and neutral, e.g. 

Standardization Bodies or Fora (e.g. TMForum, ETSI, BBF, ITU-T, 3GPP, GSMA, IEEE, etc.) or even Open Source 
Projects  

¶ Data Manager role can be any trusted entity that has a trust and business relationship with the  Training 
Data Repository Owner 
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4.2.  Description of the Interactions between the Stakeholders  
1)  Data Manager collects and formats Raw Data and ensures Data Management requirements are 

fulfilled while interacting with a Training Repository Owner and the Training Data Repository 
2)  Data Scientist instrument s the Repository with Cognitive Algorithms (Data Analytics 

Algorithms) for Data Ingestion and Knowledge Synthesis; and Clean Training Data to be delivered 
to consumer  

3) Input Data for training AI / ML Models (Cognitive DEs) are retrieved from the Training 
Repository 

4) AI /ML Model Supplier partners with (AMC) Autonomic Management & Control Domain Expert(s), 
if Supplier does not have own Autonomic Management & Control Domain Experts for Design of 
Autonomic Management & Control Algorithms and Control-Loop Logics, and DE implementations 
thereof  

5) AI / ML Model Supplier requests (partners with) Data Scientist to get support in preparing Training 
Data that would be required to train AI / ML Models (newly created or evolved ones (i.e. Cognitive 
GANA DEs for AMC)), if AI / ML Model Supplier does not have own Data Scientists to perform that 
task 

6) Autonomic Management & Control Domain Expert(s) may engage Data Scientist in preparing 
Training Data and/or Knowledge Extraction from raw data, both for use in developing AI / ML 
Models and for developing other certain Algorithms for Autonomicsȭ ÏÐÅÒÁÔÉÏÎÓ by Cognitive DEs 

7) Autonomic Management & Control Domain Expert(s) may want to source Training Data 
for use in developing Autonomics Algorithms (Cognitive GANA DEȭÓ Algorithms)  
 

4.3. Examples of Autonomic Management & Control (AMC) domains  
 
The list below shows examples of Autonomic Management & Control (AMC) Aspects (involving knowledge on 
Implementing DE Autonomics (Control-Loops)) for which AMC Domain Experts should be engaged in Design and 
Implementations of Cognitive DEs 
 
¶ Autonomic QoS-management & control domain ɂimplies the need to Design/Implement Forwarding-

Management_DE, 
¶ Autonomic Security -management & control domain ɂimplies the need to Design/Implement Security-

Management_DE,  
¶ Autonomic Mobility -management & control domain ɂimplies the need to Design/Implement Mobility-

Management_DE, 
¶ Autonomic Fault -management domain ɂimplies the need to Design/Implement Fault-Management_DE,  
¶ Autonomic Resilience and Survivability management & control domain  ɀ implies the need to 

Design/Implement Resilience & Survivability Management_DE,  
¶ Autonomic Service & Application management domain  ɀimplies the need to Design/Implement Service & 

Application Management_DE, 
¶ Autonomic Forwarding -management & control domain ɂimplies the need to Design/Implement 

Forwarding-Management_DE, 
¶ Autonomic Routing -management & control domain ɂimplies the need to Design/Implement Routing-

Management_DE, 
¶ Autonomic Monitoring -management domain ɂimplies the need to Design/Implement Forwarding-

Management_DE, 
¶ Autonomic Monitoring -management domain ɀimplies the need to Design/Implement Monitoring-

Management_DE,  
¶ Autonomic Generalized Control Plane management & control domain ɂimplies the need to 

Design/Implement Generalized Control Plane Management_DE  
 
 
NOTE:  The various types of Decision Elements (DEs) listed above are defined in ETSI TS 103 195-2, and their 
associated mappings to their  types of Managed Entities (MEs)ɂi.e. resources and configurable parameters that 
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should be under the responsibility of the specific DE, are also defined in ETSI TS 103 195-2 and in concrete GANA 
instantiations onto a particular target implementation oriented network architecture and its management and control 
architecture (e.g. Broadband Forum (BBF) architectures(ETSI TR 103 473 V1.1.2), 3GPP Backhaul and Core Network 
(ETSI TR 103 404)) . 
 
 

5. ETSI GANA AMC_DEs (AI / ML Models) Marketplace 
Concept and Scope  

 
 
Within th e Digital Transformation journey for CSPs to become DSPs (Digital Service Providers), Marketplace Models 
are becoming key enablers. CSPs are embracing Digital Assets domain (Digital Services, Data, AI/ ML Models 
Marketplace like being advocated for by ACUMOS Open source project [16] )and are also embracing  a new trend of 
trading Digital assets, EU Digital Service Marketplace, TMForum Distributed Ledgers / Blockchains Marketplaces.   
Some of them are steered by Open Source communities for co-innovation and rapid Time-to-Market purposes such as 
Acumos with Linux Foundation, Data Marketplace with IOTA Foundation to mention a few.  
 
This section  describes  how ETSI GANA AMC DEs (AI / ML Models) could be produced, consumed and traded through 
a Marketplace model. We propose a broad picture of the  stakeholders that should be involved in the design and 
production of Cognitive AMC_DE(s)  and their interactions / relationships as depicted in Figure 5,  and extended with  
other  stakeholders that should play certain roles in the context of Test and Certification of Cognitive DEs, as well  the 
DE Consumer sideɂnamely Communications Service Provider (CSP and its  internal Stakeholders involved in AI 
Strategy, AMC_DE (AI/ML Model) Procurement and Deployment Management.. 
 
Figure  6 provides the big picture on three perspectives (contexts) on the stakeholders that should be involved in each 
context, namely: 
¶ (1) Design, Development and Production of Cognitive AMC_DE(s) (AI / ML Models);  
¶ (2) Test and Certification, Regulation / Legislation / Audit of Cognitive DEs (AI / ML Models);  
¶ ɉχɊ #30ȭÓ ÉÎÔÅÒÎÁÌ 3ÔÁËÅÈÏÌÄÅÒÓ ÉÎÖÏÌÖÅd in AI Strategy, AMC_DE (AI/ML Model) Procurement and Deployment 

Management. 
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Figure 6: The Big Picture of ETSI GANA AMC DEs (AI / ML  Models) Marketplace and Interactions and 
relationships between all key stakeholders  
 
 
Proposed scope of the ETSI GANA AMC DEs (AI / ML  Models) Marketplace : The Marketplace is a trading space 
where value stream is created and shared between the stakeholders involving and collaborating with in this 
Ecosystem. What makes the difference with traditional ways of trading is the expected continuous value growth by 
sensing the market trend and then adding new business capabilities to meet #ÏÎÓÕÍÅÒÓȭ needs. This is the reason 
why we propose a phased approach to shaping the proposed scope as depicted in Figure 5. 
 
¶ ETSI GANA AMC DEs (AI / ML Models) Marketplace Phase 0 : This phase is the current way of procuring 

GANA AMC DEs (AI / ML Models) by direct one to one interaction between AI / ML Models Supplier(s) and 
Consumer. The traditional RFP (Request For Proposal) process applies while considering this new asset, 
namely GANA AMC DEs (AI / ML Models), which are to be considered as Software. This phase is not shown in 
Figure 6(considered as base reference). In contrast to traditional software assets, a training process for an AI 
/ ML Model requires input data that is as accurate as possible for Training the Model before deploying it in 

http://ntechwiki.etsi.org/


  

ETSI GANA Model as Multi -Layer AI Framework for Autonomic Networks: PoC by ETSI TC INT/ AFI WG   

 

 
   August 2019                                  ETSI TC INT/ AFI WG 5G PoC  http://ntechwiki.etsi.org/                                          

21 
 

the Production Network. This task is performed out of Marketplace and is under the responsibility of the CSPs 
who is supposed to be owning the needed training Data. 

 
¶ ETSI GANA AMC DEs (AI / ML Models) Marketplace Phase 1 : Figure 6 depicts the scope of this phase, the 

involved actors, and roles and responsibility demarcation. This phase aims at creating new business 
opportunities by engaging and onboarding the listed new actors that can provide the needed technical 
enablers that support the newly developed and introduced business capabilities. We depicted the touch 
points (interfaces) between the stakeholders involved in this ETSI GANA AMC DEs (AI / ML Models) 
Marketplace of this phase1. Each interface / touch point between two stakeholders can be translated into a 
contract reflecting a Business Model and value created and shared between Peer stakeholders. From process 
and AI / Model life perspective, this phase 1 corresponds to ȰAMC _DE (AI / ML Model) Developmentȱ phase. 
The additional enabler introduced in this phase is the Training process of the Ȱ!-# ͺ$% ɉ!) Ⱦ -, -ÏÄÅÌɊȱ. 
Therefore, the Marketplace has the ability  to offer this Training capability, hence it can be monetized.  

 
¶ ETSI GANA AMC DEs (AI / ML Models) Marketplace Phase 2 : Figure 6 depicts the scope of this phase 2, 

the actors and roles and responsibility demarcation. This phase aims at creating new business opportunities 
by engaging and onboarding new actors that can provide the needed technical enablers that support the 
business capabilities to broaden the scope of Phase 1. From process and AI / Model life cycle perspective, this 
phase 2 ÃÏÒÒÅÓÐÏÎÄÓ ÔÏ ȰAMC _DE (AI / ML Model) Test &    Certification and Auditingȱ. Those processes can 
be handled by independent stakeholders / Bodies ȰIndependent Certifier of Cognitive DEs (AI Models)ȱ 
offering certification services. Touch points/ Interfaces 8, 9, 10, 13, 15 involve stakeholders responsible of 
such certification services. 

 
¶ ETSI GANA AMC DEs (AI / ML Models) Marketplace Phase 3 : Figure 6 depicts the scope of this phase 3, 

the actors and roles and responsibility demarcation. This phase is mainly focusing on the -ÁÒËÅÔÐÌÁÃÅȬÓ 
clients (CSPs) and its external interactions with the Marketplace stakeholders as well as the #03ȭÓ internal  
stakeholders that might have an impact on the Marketplace. We name ÔÈÉÓ ÐÈÁÓÅ σ ÁÓ ȰAMC _DE (AI / ML 

Model #30ȭÓ 3ÔÁËÅÈÏÌÄÅÒÓȱ. External interaction with the Marketplace: This interaction involves two actors, 
the Marketplace Administrator  / Governor and the Prosumer. Indeed, there are CSPs that may play both roles 
1) Client / Consumer, 2)A CSP in its new role of a DSP (Digital Service Provider or Software Company) during 
its Digital Transformation may become an AI / ML Model Provider. Interface 17 in Figure 6 represents this 
interaction. 4ÈÅ ÔÙÐÅÓ ÏÆ #30ȭÓ ÉÎÔÅÒÎÁÌ 3ÔÁËÅÈÏÌÄÅÒÓ ɉÅȢÇȢ ÐÒÏÃÕÒÅÍÅÎÔ ÁÎÄ ÄÅÐÌÏÙÍÅÎÔ ÄÅÐÁÒÔÍÅÎÔÓɊ ÔÈÁÔ 
should play certain roles in the context of Cognitive AMC _DE (AI/ML Model) life cycle processes include the 
ones listed below: 

¶ AI Strategy, Policy & Licence Manager  
¶ AI Trainer & Tester of Cognitive DEs (AI Models)  
¶ Procurer of Cognitive DEs (as Deployable AI Models or as AI Models already embedded in a 

Network Device/Equipment of Software Package) 
¶ AI Deployment Manager  

Additional Business capabilities to be implemented in Phase 3: In order to make the ETSI GANA AMC DEs (AI / 
ML Models) Marketplace self-governing w.r.t the Customer journey there is a need for embedding ȰPaymentȱ 
and Ȱ3ÅÔÔÌÅÍÅÎÔȱ processes. That means those two processes while having been considered  ȰOff-
MarËÅÔÐÌÁÃÅȱ ÉÎ 0ÈÁÓÅ ςȟ when handled by the involved Stakeholders BSS / payment / Settlement 
applications and processes, they  ÂÅÃÏÍÅ Ȱ)Î--ÁÒËÅÔÐÌÁÃÅȱ ÐÒÏÃÅÓÓÅÓ ÓÔÅÅÒÅÄ ÂÙ ÔÈÅ -ÁÒËÅÔÐÌÁÃÅ ÉÔÓÅÌÆȢ. 

 
¶ Business Value for  Marketplace : The business value is continuously and incrementally growing when 

integrating a new Phase hence augmenting the exiting capabilities by new ones. This makes the Marketplace 
more attractive and offering added-value services over time, and this improves its reputation 

 
¶ Business Value for Marketplace stakeholder : When the Marketplace builds a solid reputation, it attracts 

more stakeholders and the value created becomes larger and each stakeholder involved in this Ecosystem 
can augment its benefits 
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¶ Business Value for  CSP as -ÁÒËÅÔÐÌÁÃÅȬÓ  Client : It reli eves the CSP from maintaining Ȱ/ÆÆ--ÁÒËÅÔÐÌÁÃÅȱ 
processes rather shaping pieces of a puzzle of interacting with required stakeholders which is time and cost 

consuming, hence the CSP ÒÅÌÉÅÓ ÏÎ ÔÈÅ ×ÈÏÌÅ Ȱ)Î--ÁÒËÅÔÐÌÁÃÅȱ trusted and secure processes during the entire 
customer journey.  The main benefit is zero-cost integration, fully agile journey, reducing time to market and  
focusing on value-added innovation, only. 

 
 

6. The AMC Concept powered by AI/ ML Capabilities  
 
The figure (Figure 7) below illustrates how Cognitive GANA DEs (powered by AI / ML capabilities) can be developed. 
There are various mature approaches and insights now available in literature on how to design and implement AI 
Models for AMC (i.e. Cognitive GANA DEs), for example [20] and [22] and many more resources in literature provide 
insights.  NOTE: /Î ÔÈÅ &ÉÇÕÒÅ χȟ ÔÈÅ ÐÒÏÃÅÓÓ Ȱσȱ ÉÓ ÎÏÔ ÓÈÏ×Î but is rather shown in Figure 9 and Figure 10, as the 
ÐÒÏÃÅÓÓ Ȱσȱ involves onboaÒÄÉÎÇ ÔÈÅ ÔÁÒÇÅÔÅÄ Ȱ0ÒÏÃÕÒÁÂÌÅ $%ȱ ÆÒÏÍ ÔÈÅ DE Marketplace ÁÎÄ ÍÁÔÃÈÉÎÇ ÉÔ ÔÏ #30ȭÓ 
Metadata (Identification, Licensing model, Pricing model, Security, Traceability, Certification, Train /Test result and 
the constraining ÃÏÎÄÉÔÉÏÎÓȟ ÆÕÎÃÔÉÏÎÁÌ ÁÔÔÒÉÂÕÔÅÓ ÅȢÇȢ ÒÅÑÕÉÒÅÄ #05ȟ ÍÅÍÏÒÙȟ ÄÅÄÉÃÁÔÅÄ '05ȟ ȣɊ. 
 

 

 
Figure 7: ETSI GANA AMC paradigm powered by AI / ML capabilities  
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Figure 8: ETSI GANA as Multi -Layer Artificial (AI) Framework for Implementing AI Models for AMC of Networks 

and Services 
 

 

7. Lifecycle Management Framework for a Cognitive GANA DE as an 
AI/ML Mo del for realizing specific AMC Objectives  

 

7.1.  Overview  
According to ETSI GANA AMC and its AI/ ML Framework there are three categories of an AMC DE as AI/ML Model in 
the AMC Multilayer Framework, namely: either dDE (Distributed DE deployed and executed in a Network 
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Element/Function (NE/NF)) or cDE (Centralized DE implemented in the realm of the outer management and control 
systems called the Knowledge Plane of a specific Network Segment). ETSI GANA framework describes how cDEs 
(called GANA Knowledge Plane DEs) interwork with dDEs by way of cDEs performing policy control of dDEs in 
NEs/NFs. 
 
 

7.2. Use Case 1: Lifecycle Management of ȰNetwork Element/ Function  
(NE/NF) - embedded/ ÌÏÃÁÌȱ distributed GANA dDE  

 
The following aspects (three categories (status) of a Cognitive GANA DE) pertain to Lifecycle of Cognitive DEs (for 
both dDE or cDE): 

¶ Ȱ0ÒÏÃÕÒÁÂÌÅȱ #ÏÇÎÉÔÉÖÅ AMC_DE (AI / ML Model): made available in the Marketplace and ready 
for onboarding by the Network Operators for internal complementary training and testing of the 
dDE before moving to Production Network in which the dDE is put in operation. The same is 
expected of a cDE of a Knowledge Plane Platform, before it can be put into operation as an integral 
part of the Knowledge Plane Platform to be put into operation. 

¶ Ȱ4ÒÁÉÎÅÄ ÁÎÄ 4ÅÓÔÅÄȱ #ÏÇÎÉÔÉÖÅ AMC _DE (AI / ML Model):  Procurable AMC dDE (AI/ML Model) 
or a cDE (AI/ML Model) has passed Training and testing and Quality evaluation in the Network 
/ÐÅÒÁÔÏÒȭÓ 4ÒÁÉÎÉÎÇ ÁÎÄ 4ÅÓÔ ÅÎÖÉÒÏÎÍÅÎÔ ɉ/ÆÆÌÉÎÅ 4ÒÁÉÎÉÎÇɊ ÁÎÄ ÄÅÃÌÁÒÅÄ ÁÓ ȰÏÐÅÒÁÔÉÏÎÓ ÒÅÁÄÙȱȟ 
and ready for deployment in Production Network (in the case of cognitive dDEs) or in the 
Knowledge Plane Platform (for cDEsɂalways expected to be cognitive) 

¶ Ȱ$ÅÐÌÏÙÁÂÌÅȱ #ÏÇÎÉÔÉÖÅ DE (AI / ML Model): when Training and Testing team declares this status, 
the AMC dDE (AI / ML Model) is instantiated in the Production Network and consumes Real Data 
and Events from the Production Network and is made to interwork with other DEs and any other 
integration components it needs to work with.  The same is expected of a cDE of a Knowledge Plane 
Platform, before it can be put into operation as an integral part of the Knowledge Plane Platform 
that is to be put into operation. 

 
NOTE: Along with ÔÈÅ ȰOffline GANA AMC dDE (AI/ -, -ÏÄÅÌɊȱ we may have at the same time ȰOnline GANA AMC dDE 
(AI / ML Model)ȱ ÉÎÓÔÁÎÃÅÓ ÒÕÎÎÉÎÇ ×ÈÉÌÅ ÓÕÂÊÅÃÔÅÄ ÔÏ ÁÎ Ȱ/ÎÌÉÎÅ ÌÅÁÒÎÉÎÇȱ ÐÒÏÃÅÓÓ ÁÓ ÄÅÐÉÃÔÅÄ ÂÙ ÉÎÔÅÒÆÁÃÅ Ȱρςȱ ÉÎ 
the figure below (Figure 9). The same applies for a cDE (i.e. an ȰOffline GANA AMC cDE (AI/ML Model)ȱ and Ȱ/ÎÌÉÎÅ 
GANA AMC cDE (AI/-, -ÏÄÅÌȱ)).  
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Figure 9: Lifecycle of  an NE/NF- local (embedded) / distributed GANA  AMC dDE (Decision Making Element) (AI / 
ML Model) 
 

Description s of the Process WorkFlows for  the Cognitive DE lifecycle Management : While the 
lifecycle management aspects below are mainly focused on a Distributed DE (dDE) but with indications of aspects that 
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also apply to the case of a cDE, the more detailed  lifecycle management of Knowledge Plane DE (called a 
centralized Decision making Element (cDE)) as a Cognitive DE for AMC (a deployable (AI/ML Model)) can be found in 
section 7.3. 

0)  Governance Function (Dashboard): it is an instrument that allows the CSP (Governance 
Manager)  to define Business Policies, Objective /Goal and  Intent specifications to be enforced and 
executed to ensure an optimal  operation and achievement of desired objectives by autonomics 
services of the DEs  while keeping control of activation / de activation of deployed  DEs (AI /ML 
Models), conflicts resolution that may be required and all associated accountability and 
responsibility aspects  related to supplied  Data and DEs (AI /ML Models) 

1)  GANA AMC Data Lake (realized by ONIX, MBTS, and Data Collectors in general):  It is a source 
of Datasets (Raw Data). It is populated by Raw Data collected from Production Network and 
complemented by External Data Sources 

2)  Data Training Repository: Various Datasets must be considered in populating the Data Training 
Repository in order to produce clean and accurate Data and also synthetize(extract) knowledge 
from the data and make the data or extracted knowledge available for a GANA AMC dDE(s) or a 
cDE(s) (AI / ML Models) training and testing processes 

3)  /ÎÂÏÁÒÄÉÎÇ ÔÈÅ ÔÁÒÇÅÔÅÄ Ȱ0ÒÏÃÕÒÁÂÌÅ Ä$%ȱ ÏÒ Ȱ0ÒÏÃÕÒÁÂÌÅ Ã$%ȱ ÆÒÏÍ ÔÈÅ Ä$% ÏÒ Ã$% 
Marketplace ÁÎÄ ÍÁÔÃÈÉÎÇ ÉÔ ÔÏ #30ȭÓ -ÅÔÁÄÁÔÁ ɉ)ÄÅÎÔÉÆÉÃÁÔÉÏÎȟ ,ÉÃÅÎÓÉÎÇ model, Pricing model, 
Security, Traceability, Certification, Train /Test result and the constraining conditions, functional 
ÁÔÔÒÉÂÕÔÅÓ ÅȢÇȢ ÒÅÑÕÉÒÅÄ #05ȟ ÍÅÍÏÒÙȟ ÄÅÄÉÃÁÔÅÄ '05ȟ ȣɊ 

4)  Training: Training Data Repository output enables training a single AI / ML Model Component 
ɉÅȢÇȢ #ÏÇÎÉÔÉÖÅ Ä$% ÏÒ Ã$%Ɋ ×ÉÔÈ ÁÃÃÕÒÁÔÅ $ÁÔÁ ÓÅÔÓ ÉÎ ÔÈÅ #30ȭÓ 4ÒÁÉÎÉÎÇ Ǫ 4ÅÓÔ %ÎÖÉÒÏÎÍÅÎÔ ÁÎÄ 
produces a viable trained dDE  that can be deployed into the Production  Network (live operations), 
or a viable trained  cDE that can be activated/onboarded into the Knowledge Plane (KP) Platform 

5)  TÅÓÔÉÎÇ ÁÎÄ %ÖÁÌÕÁÔÉÎÇ Ä$% 0ÅÒÆÏÒÍÁÎÃÅ ÁÎÄ ÉÔÓ 1ÕÁÌÉÔÙ ÏÆ Ȱ$ÅÃÉÓÉÏÎ--ÁËÉÎÇ #ÁÐÁÂÉÌÉÔÙȱ 
ÁÇÁÉÎÓÔ ÔÈÅ ÅØÐÅÃÔÅÄ ȾÐÒÅÄÉÃÔÅÄ ÔÁÒÇÅÔÓ ɉÐÒÅÓÃÒÉÂÅÄ ÂÙ ÔÈÅ #30Ɋ ÉÎ ÔÈÅ #30ȭÓ 4ÅÓÔÉÎÇ %ÎÖÉÒÏÎÍÅÎÔ 
before declaring ÁÎÄ ÃÅÒÔÉÆÙÉÎÇ ÉÔ ÁÓ ȰÏÐÅÒÁÔÉÏÎ ÒÅÁÄÙȱ ÁÎÄ ȰÄÅÐÌÏÙÁÂÌÅ Ä$%ȱ for injection into a 
Network Element/Function (NE/NF) in the Production Network. The same is expected in the case 
ÏÆ Á Ã$%ȟ ÉȢÅȢ ÏÆ 4ÅÓÔÉÎÇ ÁÎÄ %ÖÁÌÕÁÔÉÎÇ Á Ã$% 0ÅÒÆÏÒÍÁÎÃÅ ÁÎÄ ÉÔÓ 1ÕÁÌÉÔÙ ÏÆ Ȱ$ÅÃision-Making 
#ÁÐÁÂÉÌÉÔÙȱ ÂÅÆÏÒÅ   ÄÅÃÌÁÒÉÎÇ ÁÎÄ ÃÅÒÔÉÆÙÉÎÇ ÉÔ ÁÓ ȰÏÐÅÒÁÔÉÏÎ ÒÅÁÄÙȱ ÁÎÄ ȰÄÅÐÌÏÙÁÂÌÅ Ã$%ȱ Æor 
activating/onboarding  into the Knowledge Plane (KP) Platform. 

6)  Deployable GANA AMC dDE (AI / ML Model) is transfered to Production Network as a trained 
and tested dDE for deployement and operation together with other DEs in the NE/NF. In the case 
of a deployable cDE, is activated/onboarded the into the Knowledge Plane (KP) Platform to operate 
and interwork with other cDEs in the Knowledge Plane (KP) Platform. 

7)  Business Policies / Goal (s) : Prescribed by the CSP at Global and Business level (Intra and Inter 
Domain) but interworking/coordinating/ synchronizing w ith local level (Production Network) to 
drive the GANA / AMC dDE or cDE lifecycle to achieve the objective and the desired service the DE 
is designed to offer, and such policies or goals may be (re) adjusted during the course of the 
lifecycle.  

8)  Operat ions of dDE with real Data and E vents: Scope/diversity of real (run-time) data sources 
that constitute ÔÈÅ ȰÅÎÖÉÒÏÎÍÅÎÔȾÐÒÏØÉÍÉÔÙȾÎÅÉÇÈÂÏÒÈÏÏÄȱ ÆÏÒ ÔÈÅ Ä$% ɉÎÁÍÅÌÙ ÉÔÓ 0ÒÏÄÕÃÔÉÏÎ 
Network_Managed Entities (GANA_vMEs, GANA_PhyMEs), network ÅÌÅÍÅÎÔȭÓ neighborhood and 
internal environment of the Network Element in which the AI Component (i.e. the Cognitive 
GANA_dDE) is designed to operate in. Datasets from the various data sources should include 
diverse events types that may be desired to be visible for consumption by GANA_dDEs algorithms 
and decision-making processes during its operation. The vÁÒÉÅÔÙ ɉÄÉÖÅÒÓÉÔÙɊ ÏÆ ÔÈÅ Ä$%ȭÓ -ÁÎÁÇÅÄ 
Entities (MEs) are part of the Data sources from which the GANA_dDE is designed to consume 
inputs and then execute autonomic operations that (re)-program its ME(s) (GANA_PhyMEs and 
GANA_vMEs). In the case of Operations of a cDE with real Data and events, the cDE (in the 
Knowledge Plane) is fed by its lower level dDE(s) it is responsible of policy controlling as well as 
data and events coming from systems and components that should be integrated with the GANA 
Knowledge Plane Platform as described in section 1.1 and in the ETSI INT AFI 5G Report [21]. More 
details in the case of a cDE are found in section 7.3. 
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9)  Autonomic Action / Recommendation: dDE executes autonomic operations that (re)-program 
its GANA_ME(s) (GANA_PhyMEs and GANA_vMEs) that it policy-controls according to the 
ownership mapping process defined in ETSI TS 103 195-2, and the DE re-programs its MEs in 
reaction to receiving any updates/changes to the Production Network Policy. The dDE may interact 
with other  Ä$%ÓȢ  4ÈÉÓ ÁÓÐÅÃÔ ÏÆ ȰÁÕÔÏÎÏÍÉÃ ÁÃÔÉÏÎȾÒÅÃÏÍÍÅÎÄÁÔÉÏÎȱ ÁÌÓÏ ÁÐÐÌÉÅÓ ÔÏ ÔÈÅ ÃÁÓÅ ÏÆ Á 
cDE, with a dDE(s) being viewed by a cDE as a Managed Entity (ME) that needs to be policy 
controlled or orchestrated by the cDE (according to Ȱ$%--% Ï×ÎÅÒÓÈÉÐ ÐÒÉÎÃÉÐÌÅÓȱ ÄÅÆÉÎÅÄ ÉÎ %43) 
TS 103 195-2). 

10)  Feedback to GANA AMC DE (AI/ML Models) Marketplace : Provide output / suggestion / lessons 
learned after operating the dDE or cDE to the dDE or cDE Marketplace to help the supplier to 
continuously ÉÍÐÒÏÖÅ ÔÈÅ ÐÅÒÆÏÒÍÁÎÃÅ ÁÎÄ ȰÑÕÁÌÉÔÙ ÏÆ ÄÅÃÉÓÉÏÎ-ÍÁËÉÎÇ ÃÁÐÁÂÉÌÉÔÙȱ ÏÆ ÔÈÅ Ä$% ÏÒ 
cDE and the resultant action could be reloading /upgrading to a better dDE or cDE version 

11)  Audit: an Audit campaign could be launched and then a Report is produced by the main 
Coordinator DE of an NE/NF that coordinates all dDEs instantiated in the NE/NF (e.g. indicating 
the percentage of deployed dDEs that are not achieving their objectives and why e.g. due to policies 
conflicting under certain situations or as a result of challenges the network may be experiencing, 
etc.). The Report produced by an Audit operation is also to contain KPIs on how each dDE is fairing 
in achieving its Objectives and how all the dDEs are collectively working together to achieve the 
global policy/goal ÏÒ ÁÎ ȰÉÎÔÅÎÔȱ ÐÒÏÖÉÄÅÄ ÔÏ ÔÈÅÍ ÁÓ ÉÎÐÕÔ ÂÙ ÔÈÅ #30Ȣ !Î ÅØÔÅÒÎÁÌ !ÕÄÉÔ ÃÏÕÌÄ ÂÅ 
launched by an Auditor/Regulator and Report is produced on Supplied Data, and deployed DEs 
(AI/ ML Models) from provenance accountability and responsibility. The aspect of Ȱ!ÕÄÉÔÉÎÇȱ Á $% 
also applies to a cDE (by the coordinator DE in the associated Knowledge Plane scope), and more 
details in the case of a cDE, ÉÎÃÌÕÄÉÎÇ ÈÏ× ȰÉÎÔÅÎÔȱ ÉÓ ÐÒÏÖÉÄÅÄ ÁÓ ÉÎÐÕÔ ÔÏ ÔÈÅ +ÎÏ×ÌÅÄÇÅ 0ÌÁÎÅ 
rather, are found in section 7.4. 

 
 

7.3. Use Case 2: Lifecycle Management of a GANA Knowledge Plane DE 
(called a  centralized  Decision making Element  (cDE) as a Cognitive DE 
for AMC (as deployable (AI / ML Model)  

 
The figures below (Figure 10 and Figure 11) illustrate Lifecycle Management of a GANA Knowledge Plane DE (called 
a centralized Decision making Element (cDE) as a Cognitive DE for AMC (as deployable (AI/ML Model). 
 

Descriptions of the Process WorkFlows for a Knowledge Plane DE (cDE) ɂa KP DE always 
has to be a Cognitive DE according to ETSI TS 103 195-2: The interaction flows below are the ones 
specific to the case of a cDE (a Knowledge Plane DE), while the other flows described for the case of a dDE also apply 
to a cDE: 

0)  Governance Function (Dashboard): it is an instrument that allows the CSP (Governance 

Manager) to define Business Policies, Objective /Goal and  ȰIntentȱ specifications to be enforced 

and executed to ensure an optimal operation and achievement of desired objectives by the cDE 

services while keeping control of activation / de activation of deployed  DEs (AI/ ML Models), 

conflicts resolution that may be required and all associated accountability and responsibility 

aspects  related to supplied  Data and DEs (AI / ML Models) 

7) Business Policies / Goal: Prescribed by the CSP (Governance Manager) at Global and Business level 

(Intra and Inter GANA Domain) but interworking/coordinating/ synchronizing wth local level 

(Production Network or a Single GANA Domain instance) to drive the GANA_cDE lifecycle to achieve the 

objective and desired service the DE is designed to offer and such policies or goals may be (re) adjusted 

during the course of the lifecycle. 
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12)  DEs coordination and DE-to-DE chanining Choreography: / DE-to-DE Collaboration in form of 

a Chereography, by exchange of information and or negotiations on parameter values adjustments 

on various MEs associated with the various collaborating DEs in order to achieve the global 

Autonomics and AI/ML Objective. This is driven by a Superior/Designated cDE (Network Level 

AutoDiscovery_&_AutoConfiguration-DE (also called AutoConfiguration_&_AutoDiscovery-DE)) that 

policy-controls the other DEs involved in the chaining of the DEs at Knowledge Plane Level. NOTE: 

At NE/NF level a superior DE (the NE/NF level AutoDiscovery_&_AutoConfiguration-DE (also 

called AutoConfiguration_&_AutoDiscovery-DE)) is required to perform the coordination of the 

dDEs for certain operations that require the dDEs to be coordinated. More details on this subject 

are provided later in section 7.4. 

13)  Execution of DE-to-DE Chaining: the realization of the DEs chaining that ensures conflict-free 

implementation of AMC operations 

14)  Online Learning DE (AI / ML Model) : For Online dDE (AI / ML Model), a feedback to get 
approval/ validation/ Reject of the execution of recommendation by the cDE responsible for 
policy-control of the dDE 
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Figure 10: Use Case 2: GANA AMC Knowledge Plane cDE (centralized Decision making Element) Lifecycle 
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Figure 11: Knowledge Plane Level Choreography of DE-to-DE Coordination and Chaining by a 
Superior/Designated cDE 
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Remark:  NE/NF Level Choreography of DE-to-DE Coordination and Chaining by a Superior/Designated dDE is 
illustrated in section 7.4. 

 

7.4. On DE Coordination by a Superior/Designated dDEs or cDEs, and how 
ȰIntent ȱ as Input should  be handled in the ETSI GANA Framework  

 
Figure 12 presents $% #ÏÏÒÄÉÎÁÔÉÏÎ ÂÙ Á 3ÕÐÅÒÉÏÒȾ$ÅÓÉÇÎÁÔÅÄ Ã$%ȟ ÁÎÄ ÈÏ× Ȱ)ÎÔÅÎÔȱ ÁÓ )ÎÐÕÔ ÓÈÏÕÌÄ ÂÅ ÈÁÎÄÌÅÄ ÉÎ 
the ETSI GANA Framework, and Figure 13 presents $% #ÏÏÒÄÉÎÁÔÉÏÎ ÂÙ Á 3ÕÐÅÒÉÏÒȾ$ÅÓÉÇÎÁÔÅÄ Ä$%ȟ ÁÎÄ ÈÏ× Ȱ)ÎÔÅÎÔȱ 
as Input should be handled in the ETSI GANA Framework. These aspects of DE coordination within the scope of the 
Knowledge Plane and within the scope of an NE/NF, as well as how intent as inputs should be handled in the ETSI 
GANA Framework are described below: 

¶ In ETSI GANA, the Knowledge Plane(KP)-Level AutoDiscovery_&_AutoConfiguration-DE (also called 
AutoConfiguration_&_AutoDiscovery-DE) is the Superior Coordinator of the operations of cDEs in the 
Knowledge Plane in collaboration with the Security-Management-DE that determines and enforces security 
in the various communications. It resolves conflicts and provides the cDEs with goals and policies translated 
from an Intent provided as input by the CSP. But each of the cDEs can also be designed to derive and compute 
the goals and policies intended for its scope from the Intent provided as input by the CSP.  

¶ In ETSI GANA the KP-Level AutoDiscovery_&_AutoConfiguration-DE ÁÌÓÏ ÉÎÔÅÒÁÃÔÓ ×ÉÔÈ ÉÔÓ ȰÍÉÒÒÏÒȱ .%-level 
AutoDiscovery_&_AutoConfiguration-DE injected to operate in a NE/NF, to provide it with goals and policies 
for the dDEs in the NE/NF. Even though policies are expected to be dynamically generated by cDEs and 
ÒÅÌÁÙÅÄ ÔÏ ÔÈÅÉÒ ÃÏÒÒÅÓÐÏÎÄÉÎÇ ȰÍÉÒÒÏÒȱ dDEs either directly to the NE-level 
AutoDiscovery_&_AutoConfiguration-DE as an interceptor that then passes them to local dDEs in collaboration 
with the Security-Management-$% ÔÈÁÔ ÅÎÓÕÒÅÓ ÔÈÁÔ ÔÈÅ ÃÏÍÍÕÎÉÃÁÔÉÏÎÓ ÏÆ ÔÈÅ .%ȭÓ Ä$%Ó ×ÉÔÈ ÔÈÅ ÅØÔÅÒÎÁÌ 
KP passes security requirements. Alternatively, the policies are directed by the cDEs to the KP-Level 
AutoDiscovery_&_AutoConfiguration-DE as higher level interceptor that then sends them to the target NE-level 
AutoDiscovery_&_AutoConfiguration-DE that then dispatches them to local dDEs if security checks against the 
security policies enforced by the local Security-Management-DE have passed. 

¶ If an Intent was to be provided by the CSP directly on the level of an NE and not inductively through the 
Knowledge Plane as input point, then NE-level AutoDiscovery_&_AutoConfiguration-DE is the Superior 
Coordinator of the operations of dDEs in the NE. It resolves conflicts and provides the dDEs with goals and 
policies translated from the Intent provided as input by CSP but each of the dDEs can also be designed to 
derive and compute the goals and policies intended for its scope from the Intent provided as input by CSP. 

¶ In general, the AutoDiscovery_&_AutoConfiguration-DE in the Knowledge Plane and its Ȱmirror ȱ 
AutoDiscovery_&_AutoConfiguration-DE in an NE/NF, could act ɉÁÔ ÔÈÅ $%ȭÓ ÒÅÓÐÅÃÔÉÖÅ ÌÅÖÅÌɊ as an 
orchestrator of the other DEs (including enabling/disabling, stopping or temporarily pausing their 
operations) and at the same time performing coordination of the operations of the other DEs 

¶ Collaborative Optimizations at NE level and also at Knowledge Plane Level is required, and at each of the two 
levels the Coordinator DE (AutoDiscovery_&_AutoConfiguration-DE) may need to employ certain Optimization 
Algorithms that optimize and perform ordering of certain Actions or Plans of Actions computed by the DEs it 
coordinates before the DEs are allowed to execute the Actions 
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Figure 12: DE Coordination by a Superior/Designated cDEȟ ÁÎÄ ÈÏ× Ȱ)ÎÔÅÎÔȱ ÁÓ )ÎÐÕÔ ÓÈÏÕÌÄ ÂÅ ÈÁÎÄÌÅÄ ÉÎ ÔÈÅ 
ETSI GANA Framework 
 
  
NOTE: The KP Level (Network -Level)  Security-Management-DE dynamically maintains knowledge of security 
threats/risks , detected attacks and impacts on the network, as well as dynamically computing and applying security 
policies for self-protection and self-defense for the network. Such security related information  may need to be shared 
by the Security-Management-DE directly to the other DEs so that they take into consideration such information in 
their autonomic decisions, or the Security-Management-DE dynamically relays such information to the KP Level 
(Network -Level)  AutoDiscovery_&_AutoConfiguration-DE that then dispatches the information to the other DEs 
and/ or takes into consideration such security related information in its tasks of coordination of the KP DEsȭ 
operations. The White Paper [23] provides insights on the complete functionality of the Security-Management-DEs. 
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Figure 13: DE Coordination by a Superior/Designated dDEȟ ÁÎÄ ÈÏ× Ȱ)ÎÔÅÎÔȱ ÁÓ )ÎÐÕÔ ÓÈÏÕÌÄ ÂÅ ÈÁÎÄÌÅÄ ÉÎ ÔÈÅ 
ETSI GANA Framework 
 
NOTE: The NE-Level Security-Management-DE dynamically maintains knowledge of security threats/risks, detected 
attacks and impacts on the network, as well as dynamically computing and applying security policies for self-
protection and self-defense for the network. Such security related information may need to be shared by the Security-
Management-DE directly to the other DEs so that they take into consideration such information in their autonomic 
decisions, or the Security-Management-DE dynamically relays such information to the NE-Level 
AutoDiscovery_&_AutoConfiguration-DE that then dispatches the information to the other DEs and/or takes into 
ÃÏÎÓÉÄÅÒÁÔÉÏÎ ÓÕÃÈ ÓÅÃÕÒÉÔÙ ÒÅÌÁÔÅÄ ÉÎÆÏÒÍÁÔÉÏÎ ÉÎ ÉÔÓ ÔÁÓËÓ ÏÆ ÃÏÏÒÄÉÎÁÔÉÏÎ ÏÆ ÔÈÅ +0 $%Óȭ ÏÐÅÒÁÔÉÏÎÓȢ 4ÈÅ 7ÈÉÔÅ 0ÁÐÅÒ 
[23] provides insights on the complete functionality of the Security -Management-DEs. 
 
 

7.5.  Use Cases of Federated AMC Knowledge Planes (Inter-Domain and 
Inter Operator option for E2E Network Slice Autonomic Service and 
Security Assurance  
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7.5.1. Overview  
 
From Business perspective, such use cases described in this section relate to Dynamic Network Slice Management 
through Autonomic Service and Security Assurance process powered by AI capabilities as a means for CSPs to fulfil 
the requirements of Vertical Industries (e.g. Industry 4.0, Automotive, Banking, Insurance, Smart Cities, etc.) while 
deploying and operating a single 5G Network that is either partitioned into Multiple Domains or is based on federated 
-ÕÌÔÉÐÌÅ /ÐÅÒÁÔÏÒÓȭ υ' .ÅÔ×ÏÒËÓ ×ÈÅÎÅÖÅÒ ÒÅÑÕÉÒÅÄȢ 
%ØÁÍÐÌÅÓ ÏÆ 6ÅÒÔÉÃÁÌÓȭ ÁÐÐÌÉÃÁÔÉÏÎÓȭ 3,! ÒÅÑÕÉÒÅÍÅÎÔÓ ÁÒÅ Ȱ0ÒÅÄÉÃÔÉÖÅ 1Ï3ȱ for Automotive / V2X applications and 
Ȱ4ÉÍÅ 3ÅÎÓÉÔÉÖÅ +0)Óȱ ÆÏÒ )ÎÄÕÓÔÒÙ τȢπ ÔÈÁÔ ÍÕÓÔ ÂÅ ÔÉÍÅÌÙ ÇÕÁÒÁÎÔÅÅÄȟ ÄÙÎÁÍÉÃÁÌÌÙ ÁÎÄ ÔÈÅ ÏÎ-fly (re) - negotiated 
against capabilities of a 5G Network. This is similar to the traditional process of SLA Management (Negotiation, 
Operations / Execution / Enforcement, Report) as documented in the document by TMForum ()' ρρςχ Ȱ%ÎÄ-to-End 
Virtualization Management: Impact on E2E Service Assurance and SLA MÁÎÁÇÅÍÅÎÔ ÆÏÒ (ÙÂÒÉÄ .ÅÔ×ÏÒËÓȱ) [24]. 
Indeed, both the "contractual" SLA between two parties (a Customer and a Provider) and the technical-level QoS 
requirements characterization use one common description template: the SLS (Service Level Specification), which is 
a detailed list of Metrics ("SLS Parameters") and associated SLS Thresholds (used for triggering SLS Consequences 
when expected service levels are not met). SLS Thresholds are informally also known as SLO (Service Level Objective). 
.ÅÔ×ÏÒË 3ÌÉÃÅ ÁÓ Á ȰÐÒÏÄÕÃÔȱ ÔÈÁÔ ÉÓ ÍÅÁÎÔ ÔÏ ÂÅ ÐÒÏÖÉÄÅÄ ÁÎÄ ÃÏÎÓÕÍÅÄ ÉÓ ÁÓÓÏÃÉÁÔÅÄ with SLAs hence is also to be 
subjected to this SA Management process (refer to 4-&ÏÒÕÍ )' ρρςχ Ȱ%ÎÄ-to-end Virtualization Management: Impact 
ÏÎ %ς% 3ÅÒÖÉÃÅ !ÓÓÕÒÁÎÃÅ ÁÎÄ 3,! -ÁÎÁÇÅÍÅÎÔ ÆÏÒ (ÙÂÒÉÄ .ÅÔ×ÏÒËÓȱ)[24] in accordance to GSMA document GSMA 
Generic Network Slice Template Version 1.0, 23 May 2019 [25] and 3GPP 5G terminology document 3GPP TS 28.531, 
V16.0.0 (2018-ρςɊȡ Ȱ-ÁÎÁÇÅÍÅÎÔ ÁÎÄ ÏÒÃÈÅÓÔÒÁÔÉÏÎȠ 0ÒÏÖÉÓÉÏÎÉÎÇȱ [26].  
This section reflects this aspect at the left hand side (green part) of the three Figures 14, 15, 16. Indeed, the negotiated 
SLA that is agreed between Network Slice Producer and the Vertical (slice consumer) aims at matching the particular 
6ÅÒÔÉÃÁÌ )ÎÄÕÓÔÒÙȭÓ 3,! ÒÅÑÕÉÒÅÍÅÎÔÓ ×ÉÔÈ υ' .ÅÔ×ÏÒË 3ÌÉÃÅ 0ÒÏÄÕÃÅÒ ɉυ' /ÐÅÒÁÔÏÒɉÓɊɊ ÃÁÐÁÂÉÌÉÔÉÅÓ as depicted by 
(a). The result of the negotiation process leads to the agreed result depicted (b). This is achieved by successively 
instantiating (populating different fields with values or range of values) from GSMA GST (Generic Slice Template) 
depicted by (c), GSMA NEST (Network Slice Type) depicted by (d), 3GPP NST (Network Slice Template) depicted by 
(e) (in reference to 3GP TS 28.531) [26] from which one can derive multiple Network Slice Instances. The Phase 
depicted by (f) corresponds to injection and autonomic orchestration and self-monitoring of the SLA by the 5G 
.ÅÔ×ÏÒËȭÓ ÁÕÔÏÎÏÍÉÃ ÓÅÒÖÉÃÅ ÁÎÄ ÓÅÃÕÒÉÔÙ ÁÓÓÕÒÁÎÃÅ ÃÁÐÁÂÉÌÉÔÙȢ 4ÈÉÓ .%34 ÃÏÒÒÅÓÐÏÎÄÓ ÔÏ ÔÈÅ Ȱυ' $ÅÓÉÇÎ 4ÅÍÐÌÁÔÅȱ 
defined in the description of the high level design principle of the ETSI TC INT 5G PoC ecosystem and associated 
actors/roles relationships and interactions as depicted in Figure 12 of 5G PoC White Paper N°3 [17] . Its translation 
onto the required network slice resources by the E2E Service Orchestrator per Network Slice Instance corresponds 
to the NST. 
The Phase depicted by (g) corresponds to the real-time reporting of the status of consumed Network Slice Instances 
by making available to the involved Verticals (Networks Slice Instances Consumers) customized Real-Time (RT) 
Dashboards on consumed 5G Network Slices per Network Slice Instance, per Application, per Device according to the 
ÐÁÒÔÉÃÕÌÁÒ 6ÅÒÔÉÃÁÌ )ÎÄÕÓÔÒÙȭÓ ÒÅÑÕÅst.  
4ÈÉÓ ÃÏÎÔÉÎÕÏÕÓ ÁÄÊÕÓÔÍÅÎÔ ÁÎÄ ÕÐÄÁÔÅÓ ÏÆ ÔÈÅ 3,!Ó ÉÓ ÒÅÁÌÉÚÅÄ ÔÈÒÏÕÇÈ '!.!ȭÓ !-# -ÕÌÔÉ-Layer / Nested Control-
Loops) Federated Framework. The ETSI 5G PoC White Paper No.3 [17] on 5G PoC Programmable Traffic Monitoring 
for Network Slices Service Assurance provides a detailed description, implementation and demonstration of this use 
case. 
Besides this Dynamic SLA Management process described in this section involving Network Slice Provider and 
Vertical Industries as Slices Consumers, the process also ÉÎÖÏÌÖÅÓ ÔÈÅ #03ȭÓ ÉÎÔÅÒÎÁÌ ÓÔÁËÅÈÏÌÄÅrs (Inter -Domain 
model Figures 14 and Figure 15) where internal SLA named OLA (Operational Level Agreement) at touch points 
between 5G Domains depicted by (h) is managed. In the Intra Operator model (Figure 16), there is also SLAs at the 
touch points depicted by (i). 
It may happen that 3rd Parties (e.g. SLA Broker) play certain roles between Slice Provider and Consumer by offering 
SLA Management services or certain SLA responsibilities might be delegated to them by one or more of the main 
parties. The SLA Broker is connected through dotted lines depicted by (j) as depicted in Figure 16. Those four lines 
represent the respective potential SLA contracts (from negotiation to execution, and then to reporting).  
 
In terms of design principle illustrated by the diagrams in the Figures 14, 15 and 16, the use cases of federated AMC 
Knowledge Planes (KPs) follow the same approach as the ones described in section 7.1, 7.2, 7.3, 7.4, with consideration 

http://ntechwiki.etsi.org/


  

ETSI GANA Model as Multi -Layer AI Framework for Autonomic Networks: PoC by ETSI TC INT/ AFI WG   

 

 
   August 2019                                  ETSI TC INT/ AFI WG 5G PoC  http://ntechwiki.etsi.org/                                          

35 
 

ÏÆ #30 ɉÓɊȭ !Õtonomic Production Network and related Training & Testing Environment for GANA AMC DEs / AI 
Models and the involvement of external stakeholders such as GANA-AMC DEs Marketplace stakeholders, Auditor / 
Regulator, etc.  
Two main Options and Scenarios are considered in the Federated AMC use cases: 

¶ Option-A: Horizontal Federation of Knowledge Planes in Inter-Network Segments KP Domains 
model (Single Organization Scenario) 

¶ Option-B: Vertical (Hierarchical) Federation of Knowledge Planes in Inter- Network Segments KP 
Domains model (Single Organization Scenario) 

¶ Option-B: Vertical (Hierarchical) Federation of Knowledge Planes in Inter-Operator model (Multi 
Organization Scenario) 

 
What is common to those options:  

¶ F-MBTS: A federation translation function (F-MBTS) defined in ETSI TS 103 195-2 may be required 
if data models and communication methods for federations employed by the two or more domains 
are different 

¶ AMC-MBTS: It is a translation function (defined in ETSI TS 103 195-2) placed between the Network 
Elements/Functions (NEs/NFs) of the Network Layer and the Knowledge Plane (KP).  

¶ ONIX: is a Knowledge Base (consisting of a federation of Information Servers that collectively 
ÐÒÏÖÉÄÅ ȰPublish/Subscribeȱ ÁÎÄ ȰQuery/Findȱ ÓÅÒÖÉÃÅÓ ÔÏ ÅÎÔÉÔÉÅÓ ÔÈÁÔ ÓÕÃÈ ÓÅÒÖÉÃÅÓ ÉÎ ÁÕÔÏ-
discovery objectives) that can act as a Real-Time Inventory. In the Inter- Network Segment KP 
Domains model (within Single Organization) a unique and shared ONIX may be the option. In the 
Inter -Operator model (Multi Organization Scenario) having standalone ONIX instances is the 
appropriate approach as each Operator needs to own its own Knowledge base, and Data in the ONIX 
instances may be structured in a specific format that could be different for each operator specific 
ONIX instance of the Operators engaged in the federation. 

 

7.5.2. Option -A (Horizontal Federation of KPs) in Inter -Network Segment KP 
Domains model (a single Organization Scenario)  

It is the option by which the GANA Knowledge Plane (KP) Platforms for the specific network segments (e.g. 5G RAN, 
X-Haul Transport, 5G Core Network) federate horizontally  with each other without the need for an overlay umbrella 
Hierarchical GANA Knowledge Plane (KP) Platform. 
In such an option there is a need for an Interworking / Coordination Reference Point for E2E Federation of the 
Knowledge Planes (e.g. 5G RAN-KP, Xhaul Transport-KP, 5G Core Network ɀ KP. 
Figure 14 depicts this option A. 
 
 
 
 
 
 
 
 
 

http://ntechwiki.etsi.org/


  

ETSI GANA Model as Multi -Layer AI Framework for Autonomic Networks: PoC by ETSI TC INT/ AFI WG   

 

 
   August 2019                                  ETSI TC INT/ AFI WG 5G PoC  http://ntechwiki.etsi.org/                                          

36 
 

 
Figure 14: Option -A (Horizontal Federation of Knowledge Planes Platforms) in Inter -Network Segments KP 
Domains model (within a single Organization Scenario)  
 

7.5.3. Option -B (Hierarchical /Vertical Federation of Knowledge Planes Platforms) 
in Inter -Network Segment KP Domains model (a single Organization 
Scenario)  

It is the option by which the GANA Knowledge Plane (KP) Platforms for the specific network segments (e.g. 5G RAN, 
X-Haul, 5G Core Network) federate vertically  through an overlay umbrella Hierarchical / Vertical GANA Knowledge 
Plane (KP) Platform or ȰInter-KP Domains Knowledge Planeȱ that receives information from the lower level KPs (e.g. 
5G RAN - KP, X-haul-KP, 5G Core Network-KP) and coordinates the lower level KPs.  Figure 15 depicts this option B.  
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Figure 15: Option -B (Hierarchical /Vertical Federation of KP Platforms) in Inter -KP Domains model (within a 
single Organization Scenario)  
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7.5.4. Option -B (Hierarchical /Vertical Federation of Knowledge Planes Platforms) 
in Inter -Operator model (Multi Organization Scenario)  

)Ô ÉÓ ÔÈÅ ÏÐÔÉÏÎ ÂÙ ×ÈÉÃÈ ÔÈÅ '!.! +ÎÏ×ÌÅÄÇÅ 0ÌÁÎÅ ɉ+0Ɋ 0ÌÁÔÆÏÒÍÓ ÆÏÒ ÃÏÌÌÁÂÏÒÁÔÉÎÇ /ÐÅÒÁÔÏÒÓȭ .ÅÔ×ÏÒËÓ ɉÅȢÇȢ 
Operator #A  5G Network, Operator #B  5G Network, Operator #C  5G Network) federate vertically through an overlay 
umbrella Hierarchical / Vertical GANA Knowledge Plane (KP) Platform or Ȱ Inter -/ÐÅÒÁÔÏÒ +ÎÏ×ÌÅÄÇÅ 0ÌÁÎÅȱ that 
receives information from the lower level KPs (e.g. Operator #A  5G Network - KP, Operator #B  5G Network - KP, 
Operator #C  5G Network - KP) and coordinates the lower level KPs. Figure 16 depicts this option B. 
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Figure 16: Option -B (Hierarchical /Vertical Federation of Knowledge Planes Platforms) in Inter -Operator KPs 
federation model (Multi Organization Scenario)  
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